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Antimalware Day – historical perspectives (part 2)
David Harley, ESET Senior Research Fellow

This is a continuation of the article I contributed to the November 2017 Threat Radar report. Partly, it's to do with
the fact that ESET chose to commemorate November 3rd as 'Antimalware Day, an ESET initiative to reinforce the
importance of protecting against threats in a world where computers can fit into our hands.' They chose that
particular day because November 3rd 1983 was the day on which:

computer scientist Dr. Fred Cohen, then a student, created a program capable of rapidly overtaking a general
purpose system, as part of a university experiment. It was the first time a program like that was called a computer
virus, and it meant the beginning of computer defense techniques.

Subsequently I was contacted by Spanish science journalist Javier Yanes about an article on the history of computer
viruses that he was writing for the science and innovation website BBVA OpenMind, asking three related questions.
You can read the article he wrote here (or if you'd rather read it in Spanish, here). He only used a little of the
material I gave him (which is fair enough, since he only asked for a brief response!).

The first of his questions (and my response) were the subject of my November article, so here are questions (2) and
(3) and my responses.

2. In the history of computer viruses, which one has been in your opinion the greatest threat?

This is a difficult one. It's not just about what you define as a virus, but also how you define 'threat' or 'damage' or
'impact'.

You could make a case for the Internet Worm (or Morris Worm) of 1988: although it only affected (some) UNIX
machines directly in the sense of actually executing on those machines, its effect on those machines was dramatic
enough to cause serious disruption of services – notably mail services – to a high proportion of computer users on
whose systems it couldn't execute.

You could make a case for WM/Concept, which, although not the first macro virus and not in its original form
destructive, opened the door for a plague of document-borne malware that dominated the threat landscape for
several years after.

In fact, it makes sense to think in terms of malware types and families rather than individual malicious programs
('true' viruses have been a small proportion of the totality of malicious programs for many years now, though many
people use the term 'virus' when they mean malware in general).

So you could make a case for several of the bot families that continue to recruit innocent systems in order to inflict
spam campaigns, malware mail-outs, Distributed Denial of Service attacks, and so on. Or, more recently,
ransomware families that have affected not only individual computer or device users, but large organizations
including businesses, healthcare institutions, academic institutions, and so on.

Back in the days when I was a system administrator with some responsibility for messaging services as well as for
managing malware-focused security systems, I could have made (and sometimes did) a case for 'viruses' that were
purely memetic – that is hoaxes and semi-hoaxes. I've seen messaging services buckle under the sheer volume of
chain letters: early on, many of them concerned 'viruses' like Good Times that didn't actually exist, but perhaps the
worst (in my personal experience) was the huge volumes of mail that followed the 2004 tsunami. Some were pure
hoaxes, but there were also many relating to children who lost their parents in the tsunami. While some of these
were real victims, the mails just kept coming long after they had been claimed by other relatives, and there's some
evidence that the photographs used in the mail were renamed and resized in order to make sure that they evaded
anti-spam malware. Perhaps this was done with the best of motives, but I have to wonder.

3. Looking in retrospective, what have been the benefits of the invention of computer viruses, and do they outweigh
the problems they cause?

In general, the security community – at any rate, the part that includes researchers most closely concerned with
malware – is sceptical about the value of computer viruses, even those that were designed to be benevolent. Fred
Cohen was actually something of an exception in that respect.

In one section of A Short Course On Computer Viruses called ‘What could a benevolent virus do?’ he uses as
examples a maintenance virus ‘designed to replace older program versions with newer versions’, and another that
performs a database search as an example of the subroutine Perform-Useful-Function.

He wrote “Anything that can be done by any non-viral program can be done by a computer virus. For that reason,
any limitations on the applications of viruses don’t come from theory, but from practical concerns.” Other
researchers have tended to gravitate to the view that ‘anything useful that can be done by a virus can be done more
safely by a program that isn’t viral’.

That said, Cohen did describe one or two checks that a maintenance virus (or non-viral program, I’d argue!) should
carry out before carrying out its main tasks, and observed that some contexts – e.g. ‘certain “tree search” problems
where each branch is independent and operates for a substantial amount of time, and only rare final results are
returned’ – are more suitable for a viral implementation than others such as ‘a cellular array like the parallel
multiplier, which performs n2 fairly trivial calculations with each computation communicating results immediately to
about four other computations, or a very sequential computation such as a simple recursive descent, wherein each
result can only be determined after another result is available.’

I’d be just as concerned about the likely consequences of uncontrolled replication of buggy code (Morris Worm,

anyone?), execution in contexts where maintenance/upgrade/modification would be detrimental rather than
useful, and so on. And Cohen did describe a case where one of his experiments resulted in ‘an unkillable set of
processes’ that couldn’t be dealt with until the system was rebooted.

All that said, the existence of viruses has had some beneficial effects, in that the technologies that evolved to deal
with early viral malware also provided the concepts that underpin modern anti-malware technology and have
played a part (insufficiently acknowledged) in the development of other technologies (security-oriented or not)
making use of, for instance, artificial intelligence.

ESET Corporate News
ESET unites with Microsoft and law enforcement agencies to disrupt Gamarue
botnets
Security researchers at ESET, in collaboration with Microsoft and law enforcement agencies – the Federal Bureau of
Investigation (FBI), Interpol, Europol, and other stakeholders in cybersecurity – have taken down a major botnet
operation known as Gamarue (detected by ESET as Win32/TrojanDownloader.Wauchos), which has been infecting
victims since 2011 to steal credentials and to download and install additional malware onto users’ systems.

A coordinated take-down started on November 29th, 2017 and as a result of this joint effort, law enforcement
agencies across the globe were able to make an arrest and obstruct activity of the malware family responsible for
infecting more than 1.1 million systems per month.

ESET and Microsoft researchers shared technical analysis, statistical information, and known command control
(C&C) servers’ domains to help disrupt the malicious activity of the group. ESET also shared its historical knowledge
of Gamarue, gained from the continual monitoring of the malware and its impact on users over the past few years.

Using ESET Threat Intelligence service, ESET researchers were able to build a bot that could communicate with the
threat’s C&C server. Consequently, ESET and Microsoft were able to closely track Gamarue’s botnets for the past
year and a half, identifying their C&C servers for takedown and monitoring what was installed on victims’ systems.
The two companies have since compiled a list of all of the domains used by the cybercriminals as C&C servers.

ESET Releases 2018 Report: Predicts Trends in Cybersecurity
According to ESET’s latest report, cybersecurity incidents and risks are predicted to grow even further in 2018. The
report titled “Cybersecurity Trends 2018: The Cost of our Connected World” presents topics that will be of interest
to everyone following an increase in, and sophistication of, cybersecurity incidents in 2017.

The report focuses on ransomware, attacks on critical infrastructure, malware and combating criminal activity, as

well as the cyber threats posed to electoral campaigns and data privacy. While examining the ransomware
revolution and the fact that many companies are still prepared to spend large sums in ransom payment as opposed
to investing in their cyber defenses, the report warns that this unsustainable trend is likely to continue in 2018.

ESET’s successful collaboration with Microsoft, Europol and the FBI led to the arrest of cybercriminals involved in
the Gamarue botnet. In the report, ‘Doing time for cybercrime: police and malware research join force’
demonstrates the importance of security companies and law enforcement working together to contribute to
making the Internet a safer place for everyone, except cybercriminals.

The vulnerability of elections was emphasized in 2017 as major voting events took place around the world. Can
votes cast by an electorate be tampered with, and can an electorate be swayed in the run up to an election by
hacktivists working to change public opinion? Countries should invest in preventative measures in 2018 to
safeguard the digital security of the democratic process.

The General Data Protection Regulation(s) comes into force in May 2018, replacing the Data Protection Directive
and increasing the legislative concern surrounding data privacy. In the report, ESET security expert Tony Anscombe
focuses on user-awareness of data collection, the risks faced by data collected through the Internet of Things (IoT),
and the significant fines for companies that fail to protect personal data.

Technological innovations and their use in 2017 have produced remarkable possibilities in the digital world,
while also exposing users to new kinds of threats. This year we have seen cybercriminals focus their attacks on
sensitive and private information. 2018 is the year users need to increase their awareness of cyber threats and
manage their digital world more responsibly.

The Top Ten Threats
1. JS/CoinMiner
Previous Ranking: NA
Percentage Detected: 8.38%
JS/CoinMiner corresponds to scripts that perform cryptocurrency mining without the user’s knowledge. The scripts
can be found in malicious sites, that you can reach via malvertising, or on sites that have been violated to include
the script.

2. JS/Adware.Imali
Previous Ranking: 2
Percentage Detected: 3.16%
JS/Adware.Imali is adware - an application designed for delivery of unsolicited advertisements. The program code of
the malware is usually embedded in HTML pages.

3. JS/Adware.AztecMedia
Previous Ranking: 1
Percentage Detected: 2.99%
JS/Adware.AztecMedia is adware - an application designed for the delivery of unsolicited advertisements. The
program code of the malware is usually embedded in HTML pages.

4. JS/Redirector
Previous Ranking: NA
Percentage Detected: 2.56%
JS/Redirector is a trojan that redirects the browser to a specific URL location with malicious software. The program
code of the malware is usually embedded in HTML pages.

5. SMB/Exploit.DoublePulsar
Previous Ranking: 5
Percentage Detected: 2.48%
SMB/Exploit.DoublePulsar is our name for a detection preventing the exploitation of vulnerable systems by
Win32/Exploit.CVE-2017-0147.A and Win32/Filecoder.WannaCryptor malware

6. LNK/Agent.DV
Previous Ranking: 6
Percentage Detected: 2%
LNK/Agent.DV is a detection name for a *.lnk file that executes other malware and is created with the special name

"%drive_name% (%drive_size%GB).lnk" on removable drives, tricking users into believing that it's a link to drive
content.

7. HTML/FakeAlert
Previous Ranking: 4
Percentage Detected: 1.97%
HTML/FakeAlert is a generic detection name for an HTML page showing a made-up, fake alert message, usually
about a fictional virus infection or some other problem which is supposed to harm the computer or the computer
user's data. The user is usually urged to contact fake technical support hotlines or to download and execute a fake
security solution from the Internet to prevent "damage". This kind of page is usually used as a starting point for
support scams.

8. JS/Chromex.Submelius
Previous Ranking: 3
Percentage Detected: 1.64%
JS/Chromex.Submelius is a Trojan that redirects the browser to a specific URL location serving malicious software.
The program code of the malware is often embedded in HTML pages.

9. LNK/Agent.DA
Previous Ranking: 10
Percentage Detected: 1.62%
LNK/Agent.DA is a detection name for a *.LNK file that executes the Trojan Win32/Bundpil.DF. The LNK file is part of
a Bundpil attack and is created with the special name "%drive_name% (%drive_size%GB).lnk" on removable drives,
convincing users that it's a link to drive content. It actually points to %system32%\rundll32.exe with a Bundpil DLL
component as a parameter.

10. Win32/Bundpil
Previous Ranking: 9
Percentage Detected: 1.61%
Win32/Bundpil is a worm that spreads via removable media. The worm contains a URL from which it tries to
download several files. The files are then executed and HTTP is used for communication with the command and
control server (C&C).

Top Ten Threats at a Glance (graph)
Analysis of ESET LiveGrid®, a sophisticated malware reporting and tracking system, shows that the most-detected
malware this month, with 5.23% of the total, was JS/Adware.AztecMedia.

About ESET
For 30 years, ESET® has been developing industry-leading IT security software and services for businesses and
consumers worldwide. With solutions ranging from endpoint and mobile security, to encryption and two-factor
authentication, ESET’s high-performing, easy-to-use products give consumers and businesses the peace of mind to
enjoy the full potential of their technology. ESET unobtrusively protects and monitors 24/7, updating defenses in
real-time to keep users safe and businesses running without interruption. Evolving threats require an evolving IT
security company. Backed by R&D centers worldwide, ESET becomes the first IT security company to earn 100 Virus
Bulletin VB100 awards, identifying every single “in-the-wild” malware without interruption since 2003. For more
information visit www.eset.com or follow us on LinkedIn, Facebook and Twitter.

More information is available via About ESET and Press Center.

Additional Resources
Keeping your knowledge up to date is as important as keeping your AV updated. For these and other suggested
resources, please visit:
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