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A regional study to understand
business perceptions and activities
related to cybersecurity in Asia.

About the study
To get a better understanding of the perceptions
and activities related to cybersecurity of businesses
in the region, ESET commissioned a study to
understand:

1

The importance of cybersecurity

2

Existing policies and procedures in place
for cybersecurity

3

The need for Two Factor Authentication
(2FA) and encryption services

In certain cases, we received additional responses to
the questions, which were also included.
Similarly, the questions that show a base of less
than 250 respondents, indicate the total number of
respondents that have provided the most relevant
responses to the question.
Respondents from varying organisations:
14%
34%

The survey was conducted online between March to
April 2019 in seven countries - with a minimum of
250 respondents being recorded from each country.

Hong Kong
India

Taiwan

China

52%
Japan

Junior management
Middle management
C-suites

Thailand

Multiple industries were also taken into
consideration with the top three industries being
manufacturing (21%), IT & Telecommunications
(18%) and Government and Public Sector (10%).

Indonesia

Overall this white paper looks to understand each country’s view on
the importance of cybersecurity. By understanding this, we would
also be able to determine the respective country’s readiness for the
implementation of various cybersecurity or data protection laws and
regulations.

2

ESET Enterprise Survey 2019 report

Organisations within Asia may not be effectively
utilising their tech resources to help keep
themselves secure
The world is digitising. Globally, the adoption of Internet of Things,
Artificial Intelligence/Machine Learning and 5G, is driving the growth and
usage of data across various industries. In light of this, cybersecurity has
become even more crucial in ensuring that data is kept safe and secure.
“Like cybersecurity, the threats and risks
that can compromise data, are getting
more sophisticated. Many organisations
are looking to jump on the bandwagon
and implement these digital solutions,
in the hopes of promoting efficiency in
various processes. However, in doing so,
they may be unknowingly opening up new
avenues for hackers to take advantage of,
making them more vulnerable to these
threats,” said Nick FitzGerald, ESET Senior
Research Fellow.
To date, cybersecurity breaches have cost
companies within the region an average of more
than US$100,000 in losses. Moreover, 17% of
organisations have experienced more than six
security breaches in the past two years, with the
top causes being cited as phishing emails, malware
and human errors. It is evident that cybersecurity
solutions alone, are not enough in the evolving
threat landscape.

Furthermore, with various data protection
regulations being implemented across the region, it
is difficult to standardise a cybersecurity solution or
practice that would be adoptable by all.
Overall, cybersecurity has evolved to be more
than just the responsibility of IT experts. Beyond
the current perceptions of the role that in-house
IT personnel play, organisations have cited more
regular security checks, use of good antivirus,
training for cybersecurity personnel and stronger
encryption as key solutions for companies to
prevent breaches.
Throughout this report, ESET will assess the state
of cybersecurity awareness within each country
surveyed, and the readiness of organisations from
various industries to adopt the regulations that
have been implemented within their country.
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Respondents from China are supportive of the new
e-commerce law to create a cybersafe environment
for everyone

In August 2018, China passed an e-commerce
law that took effect at the beginning of 2019. The
new law aims to help clean up China’s reputation
as a major source of counterfeit and knock-off
merchandise. It also places the responsibility on
merchants to prevent the sale of any counterfeit
merchandise on their platform. Furthermore, it
also hopes to address other important aspects of
e-commerce, including false advertising, consumer
protection, data protection and cybersecurity.

it is critical for the
63% think
countries to have a strong
regulatory framework
governing cybersecurity

Of all the countries surveyed, Japanese
respondents saw the least importance in
the notion of strong government regulatory
frameworks for cybersecurity

64%
48%

4

86% of China-based respondents indicated a positive
sentiment towards the adoption of this new law
and felt that businesses are well equipped to
comply with the new law. In addition, respondents
cited measures such as vetting of their suppliers,
utilisation of tools for image matching and text
processing technology, and collectively reporting on
any issues faced, to ensure that the industry is kept
up to date.

78%

75%

72%

“E-commerce is an industry that deals
heavily with transactional and personal
data. The regulations imposed by the
government look to ensure the safety
of this data as the industry grows. With
the emergence of more e-payment
solutions and platforms, this regulation,
combined with the cybersecurity practices
organisations have in place, will prove to
be effective in mitigating breaches,” said
Nick FitzGerald.

64%
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Overall, as one of the largest
e-commerce markets, China-based
respondents in our survey have
indicated strong confidence in
their country’s ability to cope with
potential cybersecurity breaches.

From a governance perspective, 72% of respondents
feel that it is critical for countries to have a strong
regulatory framework governing cybersecurity; 57%
of respondents also feel that their government has
been doing a good job in regulating cybersecurity
practices and creating a safe environment for
everyone.
Furthermore, 60% of respondents indicated
support for increasing the penalty for violators of
cybersecurity laws.
Overall, as one of the largest e-commerce markets,
China-based respondents in our survey have
indicated strong confidence in their country’s ability
to cope with potential cybersecurity breaches.
Many organisations have adopted multiple
cybersecurity solutions and frequently utilise TwoFactor Authentication (2FA) for added security.
Moving forward, organisations hope to invest more
in cybersecurity solutions over the next few years
to have better control of their data and to provide
more reliable services.

Regular security checks, use of good
antivirus, training for cybersecurity
personnel and stronger encryption
are the key solutions proposed by
companies to prevent breaches

20%

TOP SOLUTION
Regular checks on security / strengthen security

16%
2nd SOLUTION
Using good antivirus / security software

12%
3 SOLUTION
Strong encryption / additional layer of protection
rd

In essence, China has demonstrated a good use of
cybersecurity solutions and practices in line with
the implementation of their new e-commerce law.
These practices are expected to keep data safe by
a communal approach that regularly updates the
industry.

Better control,
minimising
disruption to
business and
reliability are the
main benefits
of additional
cybersecurity
solutions
perceived by most
organisations

Better control over data and services

16%

Minimise disruption to business when breaches occur

16%

Higher reliability of services

16%

Increased trust

12%

Higher quality services

12%

More positive brand reputation

7%

Better customer service

6%

Save costs

4%

Save time

4%

Save on staff resources

3%

Increased sales

2%
Base: n=1835
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Organisations in Hong Kong welcome the revision
of the old data protection law

High-profile data breaches, such as the one suffered
by air carrier Cathay Pacific, have brought attention
to the cybersecurity landscape in Hong Kong
over the last few years. 17% of the organisations
surveyed reported experiencing a data breach in
the past 2 years. Although lower than its regional
counterparts in this survey, cybersecurity remains
a concern as threats evolve. Especially so, as more
than half of the organisations in Hong Kong do
not feel that they are very familiar with rules and
regulations governing cybersecurity.
In light of the threat landscape becoming more
sophisticated, Hong Kong’s privacy watchdog
(Office of the Privacy Commissioner for Personal
Data) is looking to review the country’s data
protection legislation.
Currently, Hong Kong’s principal data protection
legislation is the Personal Data (Privacy) Ordinance
and is based on the European Union’s old Data
Protection Directive (now replaced by the General
Data Protection Regulation). Having come into
force in 1996, the act was last updated in 2012 with a
focus on direct marketing.
A review of this legislation has been welcomed by
organisations in Hong Kong, with only 25% of those
surveyed indicating the government has been doing
a good job in regulating cybersecurity practices and
creating a safe environment.

feel that
71% oftheorganisations
revision of the existing

data protection ordinance
will bring a positive impact,
as they expect enhanced
security and better
compliance if the law is
updated
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“As there isn’t any standard cybersecurity
regulation across the region, regulations
should be updated as necessary to
encompass new threats. It is important
for organisations to be responsible for
the data they are handling, to ensure
that it is not mishandled. Organisations
should prioritise cybersecurity solutions
in a bid to protect themselves and
their customers’ privacy,” added Nick
FitzGerald.
Despite the calls for a stronger regulatory
framework, organisations also agree that
responsibility lies within. 95% of organisations
surveyed indicated that companies should invest
more in cybersecurity solutions. However, the road
to better security will not be easy as organisations
navigate challenges such as their IT teams having
other priorities, employees using unauthorised
devices, and risk from third-party service providers.

Impact of the review of Hong Kong’s
Personal Data (Privacy) Ordinance

71%

28%

1%

Positive

No impact

Negative

India’s new bill could be the push to encourage
businesses to develop cybersecurity capabilities

India appears to be on the right track in prioritising
cybersecurity. Businesses see the importance of
cybersecurity and have invested in the necessary
solutions. 87% of respondents prioritise securing
data as the top reason behind data encryption. 90%
of businesses indicated investing in solutions for
encryption residing at all endpoints, reinforced by
95% of organisations storing these encrypted files
on cloud-based applications. In addition, businesses
are still open to more security solutions, with a large
majority indicating that they would adopt data
encryption in the near future.
Recently, India has proposed a draft Personal Data
Protection Bill. The draft bill outlines the formation
of a Data Protection Authority in India, to protect
citizens’ data and privacy amidst growing concerns
in an increasingly digitised economy. The proposed
bill regulates the processing of personal data of

individuals (data principals) by government and
private entities (data fiduciaries) incorporated
in India and abroad. Processing is allowed if the
individual gives consent, or in a medical emergency,
or by the State, for providing benefits. It also
lays out provisions on data storage, making it
mandatory for a copy of the personal data to be
stored in India, and called for amendments to other
laws, including the Right to Information.
In order for businesses to be able to adhere to the
above laws, their cybersecurity infrastructure must
be updated and robust enough. While India may be
on the right track, gaps still remain.
There is a lack of effort going into improving current
cybersecurity infrastructure amongst businesses.
The biggest cybersecurity challenge businesses in
India face is that 24% have indicated that they have

Of the countries surveyed, respondents from both Taiwan and Japan
were least likely to adopt data encryption in the near future
Adoption Plans for Data Encryption in Future

81%

93%

40%

50%

57%

4%

36%
3%

3%

3%

67%

61%

47%

40%

20%

44%

31%
15%

84%

25%

13%

8%

92%

88%

59%

66%

22%

46%

32%
33%

26%
13%

78%

1%

7%

21%
2%

11%

22%

Total

China

Hong Kong

Taiwan

Japan

India

Thailand

Indonesia

Base: n=578

Base: n=87

Base: n=88

Base: n=64

Base: n=96

Base: n=105

Base: n=56

Base: n=82

who have plans to
% Repondents
adopt data encryption in the

Yes, within a year

Yes, in 1-2 years

Yes, but I don’t know when

No

near future (within 1-2 years)
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India
more important priorities, as opposed to improving
cybersecurity infrastructure. The lack of investment
also correlates with poor cybersecurity knowledge
amongst employees. 52% of cyber-breaches in
India were caused by human errors and employees’
mishandling of sensitive information.
The lack of proper cybersecurity knowledge and
urgency in investing in cybersecurity solutions will
hinder improving business infrastructure to the level
required to adapt to the new regulations.
Amongst those who believe that current
infrastructure is not robust enough to adapt, the
most common reason cited is that “most local
businesses have no proper understanding of
security weaknesses”.

“Being a developing market, India needs
to strengthen its cybersecurity solutions
to continue growing in this digital age.
While the market utilises cybersecurity
solutions as well as being open to more
security solutions, they must invest more
in educating staff and consumers on
best practices while online. To prepare
themselves to take on new regulations,
businesses in India must increase
cybersecurity investment and improve
cybersecurity knowledge,” said Nick
FitzGerald.

Of the countries surveyed,
Hong Kong respondents claimed
the highest rate of perfect
endpoint encryption, while
Japanese respondents claimed
the lowest.

87%

have a solution for
encryption residing at all
endpoints

China

91%

Hong Kong

92%

Taiwan

84%

Base: n=183

Base: n=165

Base: n=205

Japan

77%

India

90%

Thailand

87%

Indonesia

89%

Base: n=162

Base: n=170

Base: n=196

Base: n=176

Base: n=1835

The lack of proper cybersecurity
knowledge and urgency in
investing in cybersecurity solutions
will hinder the improvement of
business infrastructure to the
level required to adapt to the new
regulations.
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It may be time for a revision to Indonesia’s
Data Protection Regulation from 2016

Established in 2016, the Data Protection Regulation
emphasises the current personal data protection
provisions in Indonesia by providing new measures
to protect the use of personal data in electronic
systems. The regulation deals with personal
data categorisation, differentiation between the
concepts of data controller and data processor
(still absent to date), processing personal data,
and the forming of a dedicated dispute settlement
commission.
Following the Regulation, there has indeed
been some impact on business in Indonesia. 95%
of businesses in Indonesia have implemented
cybersecurity awareness programs amongst staff
and 86% of businesses have a policy to inform
customers of cybersecurity breaches. However, gaps
in prioritisation and cybersecurity knowledge still
remain.
Despite the lack of advanced measures to protect
data, businesses still endeavour to make data
protection a top priority. This is indicated by the top
reason for adopting data encryption solutions being
to protect the organisation’s information. While
the desire to improve cybersecurity is apparent,
Indonesia seems to be challenged by the lack of
execution in adopting more advanced solutions.
Overall, cybersecurity in Indonesia is perceived
to be rudimentary. Survey findings revealed that
basic levels of cybersecurity were more prevalent
within organisations. For example, IT departments
in Indonesia take on the responsibility of basic
services, with the first being optimising IT networks
and systems (26%). Deployment of advanced,
defensive capabilities to prevent data breaches
however were ranked only third, at 19%.

“According to our survey, 81% of
Indonesian respondents believe the
current Data Protection Regulation is
adequate in protecting consumer data.
The areas that the regulations lack are
mainly inadequate security, repercussions
and awareness. Indonesian organisations
surveyed had suffered an average of
US$111,000 in accumulated losses from
data breaches, comprising of hard costs,
time taken and third party consultation.
Cybersecurity knowledge needs to
improve alongside increased investment
in cybersecurity,” said Nick FitzGerald.
For the Data Protection Regulation to be truly
effective, it needs to be bolstered with stronger
enforcement. Regulatory bodies must therefore
prioritise completing and updating existing
regulations to provide clearer directives to
businesses.

91%

of organisations surveyed
have a cybersecurity
awareness programme

China

97%

Hong Kong

84%

Taiwan

94%

Japan

82%

India

89%

Thailand

95%

Indonesia

95%

Base: n=270
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Base: n=252

Base: n=258

ESET Enterprise Survey 2019 report

9

Japan’s revision of its cybersecurity guidelines could
help push the Japanese to embrace cybersecurity

In early 2019, the Japanese government
and business operators responsible for key
infrastructure set out to revise the country’s
cybersecurity guidelines to beef up information
security, such as countermeasures for cyberattacks.
The 14 key infrastructure sectors (information
communications, financial services, civil aviation,
airports, railways, electric power, gas, government
services, medical services, tap water, logistics,
chemicals, consumer credit, and oil) will have their
cybersecurity guidelines revised as a first step to
improving the cybersecurity protocol.
While the government is taking steps to ensure that
the country is ready for any potential cyber-breach,
the citizens do not think enough is being done. In
fact, 57% of the respondents in Japan do not believe
that the revisions to the cybersecurity guidelines
will bring about a positive change. They believe that
the revisions necessitated complex and expensive
steps that would not necessarily work. This can also
be seen in the fact that the Japanese respondents
are the least confident in their organisation’s ability
to cope with any potential cyber-breach.

respondents
57% ofdoJapanese
not believe that

the revisions to the
cybersecurity guidelines
will bring about a positive
change
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The survey also revealed that
people in Japan are not entirely
familiar with the cybersecurity
rules and regulations within
their country.

“While only 26% of Japanese respondents
perceive security to be a hurdle when it
comes to driving innovation, 62% of them
did not feel that innovation will improve
just by changing cybersecurity measures
or systems. This perhaps shows a lack of
urgency and understanding of the benefits
of bolstered cybersecurity measures or
systems. This attitude can potentially
cause many organisations in Japan
to fall prey to breaches. As the threat
landscape continues to evolve, so should
our understanding of how cybersecurity
solutions and regulations play a part in
keeping us safe,” said Nick FitzGerald.
The survey also revealed that people in Japan are
not entirely familiar with the cybersecurity rules and
regulations within their country. As such, they may
not be entirely clear with the current cybersecurity
stance and how it will change with regards to the
revision. This is further compounded with the fact
that Japan had the lowest rate of organisations
with a cybersecurity awareness program, as
well as adoption amongst employees. As such,
the Japanese seem to be a lot less informed as
compared to their regional counterparts.

With a staggering 68% of respondents indicating
that they are unfamiliar, or at best only averagely
familiar with regulations in the country, this
explains why there is a general unawareness
towards the revisions of the cybersecurity
guidelines. Thus, more can be done by the
government to create awareness on how the
proposed revisions can improve current regulations,
which may not be adequate.
Our survey also revealed that the Japanese are
relatively more averse to employing encryption as
a cybersecurity solution. This is shown through the
results of the survey, which stated that 39% of the
respondents in Japan claimed they were not likely
to employ encryption in the future. Japan was
also ranked the lowest amongst all the countries
surveyed, for the use of encryption solutions at all
endpoints. This is possibly due to 40% of Japanese
respondents claiming that their organisations had
no budget or perceived lower performance with
encryption solutions in place.

Impact of revisions made by
Japanese government in the
cybersecurity guidelines for 14
infrastructure areas

43%

49%

8%

Positive

No impact

Negative

Japanese respondents
68% ofindicated
that they are

unfamiliar, or at best only
averagely familiar with
regulations in Japan

Overall, while Japanese people may not have a
positive impression of encryption, 64% of their IT
teams place an emphasis on organisational security.
This may be an indication that Japan is more
preferential to conventional means of cybersecurity
and that they have sufficient manpower and
resources in place to keep them safe. Their
reluctance to employ effective solutions will make
them hesitant to adopt any new policies.
Additionally, their reliance on manpower could
however lead to human errors, which has been
identified globally as one of the top reasons for data
breaches. Thus, it appears that the Japanese are
not utilising their tech resources effectively to keep
themselves secure.
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Taiwan’s Cyber Security Management Act –
are companies ready for compliance? Is it sufficient?

Taiwan’s legislature enacted the Cyber Security
Management Act in early May 2018, working
towards the implementation of a national
information security policy. The policy would put
in place regulations to build a secure information
environment to protect national security interests
and the public’s cyber-welfare. As such, public and
private sector enterprises are obliged to implement
a plan to protect their critical infrastructure under
the act. Failure to comply would potentially lead
to hefty penalties imposed by the government, on
top of leaving these infrastructures vulnerable to
incursions.
87% of Taiwanese respondents do believe that the
Cyber Security Management Act will bring about
a positive impact, while 72% of organisations
believe that the Cyber Security Management
Act is adequate for ensuring a digitally secure
environment. They believe that the initiative will
generate an increase in government regulations,
awareness and a general understanding of
cyberthreats.

Impact of Taiwan’s new Cyber
Security Management Act on
organisations

12

87%

12%

1%

Positive

No impact

Negative
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Taiwanese organisations
72% ofsurveyed
believe that the

Cyber Security Management
Act is adequate for
ensuring a digitally secure
environment

On the other hand, other respondents felt
that the act was inadequate in itself. Solutions
proposed include the establishment of a dedicated
government unit, increased advocation and
education on the importance of cybersecurity, as
well as the employment of dedicated cybersecurity
experts to report the latest threats and instruct
corporations on updating their cybersecurity
measures.
Although results show an overwhelmingly positive
opinion among the Taiwanese, which favours a
low resistance towards the adoption of the Cyber
Security Management Act, the government should
investigate other areas of the act in order to ensure
a well-rounded and holistic approach towards
cybersecurity. This includes exploring a dedicated
government unit and pushing efforts to promote
increased awareness for cybersecurity and the
cyberthreat landscape.

The policy would put in place
regulations to build a secure
information environment to
protect national security interests
and the public’s cyber-welfare.

However, our Taiwanese respondents do not
have the highest level of endpoint encryption
established. 57% of organisations surveyed currently
have a cyber-breach policy where clients and
customers will be alerted immediately. This puts
them a step ahead of the requirement from the
Cyber Security Management Act, for a report and
response mechanism.

“With regards to Taiwan’s readiness
for adoption and compliance, results
show that organisations in Taiwan are
the most active in conducting regular
security checks. It is reassuring to
know that organisations are constantly
monitoring for any possible breaches of,
or vulnerabilities in, their systems. This
is just one way where organisations can
adopt good cybersecurity practices,” said
Nick FitzGerald.
In stark contrast to the positive opinion on the
Cyber Security Management Act, 59% of Taiwanese
respondents felt that security is a hurdle when it
comes to driving innovation - scoring the highest
among the countries in the survey. This could
potentially lead to drawbacks around the pace of
adoption for the act.

In order for Taiwanese businesses to effectively
adopt and comply with the Cyber Security
Management Act, IT decision makers need to realise
and champion the importance of cybersecurity
within their individual organisations and have
to ensure a holistic approach to their policies.
Organisations as a whole also need to find a
balance when it comes to security and innovation,
understanding that both elements are equally
important for their development.

Total
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258
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Update security software, e.g.
antivirus, anti-spyware, etc.

54%

47%

56%

62%

46%

48%

56%

62%

Clean and back up the servers

49%

40%

43%

50%

47%

49%

57%

57%

Refresh login details for key
devices and systems

46%

41%

40%

58%

32%

52%

42%

58%

Review security measures and
data security policies

46%

40%

37%

48%

40%

50%

51%

56%
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Adoption Plans for Data Encryption in Future
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who chose Yes,
% Repondents
all the files + Yes, some files

Yes, all the files

Yes, some files

No, but we plan to due to
emerging security threats

We have no plans in
the future
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Organisations in Thailand expect new data protection
and cybersecurity laws to bring positive change

Much like its regional counterparts, Thailand
has identified cybersecurity as a key concern as
technology adoption increases and the security
threat landscape evolves. The concern is not
unfounded as 24% of the organisations surveyed in
Thailand reported experiencing a security breach in
the past 2 years. While organisations are investing
in security measures such as data backups, antivirus
software and data encryption, they are faced with
various challenges in their cybersecurity journey.
IT departments being bogged down by other
priorities, difficulty in finding qualified cybersecurity
professionals and risk from third-party service
providers are some of the key issues respondents
highlighted.
In order to mitigate growing threats, the Thai
government has passed two new laws - the Personal
Data Protection Act (PDPA) and Cybersecurity Act.
Recently published in the Government Gazette, the
PDPA governs any data of a living person that can
identify the person directly or indirectly and applies
to data controllers and processors both within and
outside of Thailand.
The Cybersecurity Act defines measures or
procedures established to prevent, handle, and/or
mitigate the risk of cyberthreats from both inside
and outside the country, which affect national
security, economic security, martial security, and
public order.
While these Acts have only been passed recently
and the sub-regulations are still in the process of
development, feedback collected from respondents
prior to the Acts being passed indicated a positive
sentiment towards the government’s proposed
measures. A majority of the organisations felt that
the new laws would have a positive impact on
them, citing enhanced security and improvement
in organisational processes as the key benefits they
foresee.
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“The positive sentiment by respondents
is encouraging for the growth of the Thai
market. Prioritisation of cybersecurity
is crucial in our growing digital age, to
ensure that data is kept safe and secure,”
said Nick FitzGerald.
With the new regulations being enacted and
the government’s strong push on the subject,
2019 is being lauded as the year of cybersecurity
in Thailand. As these Acts are implemented and
defined further, we can expect to see greater
investment in cybersecurity infrastructure
with organisations working towards keeping
cyberthreats at bay and complying with regulations.
This is substantiated by the organisations surveyed,
98% of whom indicated that companies should
invest more in cybersecurity solutions.

Impact of Review of the Data
Privacy Law in Thailand by the
Ministry of Digital Economy and
Society

77%

22%

1%

Positive

No impact

Negative

Conclusively, cybersecurity
is identified as an area of
improvement for most countries
While most countries have indicated that
organisations should invest more in cybersecurity
solutions, not all of them are ready to adopt
these solutions. Reasons for this vary across the
region with priority going towards not disrupting
organisational operations and the optimisation of
the network and systems.
Furthermore, with the implementation of various
data security regulations, many organisations
should seek to identify specific areas of
cybersecurity which they lack, and focus on
addressing these issues. The adoption of these
regulations may be perceived to be an additional
barrier to certain processes, despite being
necessary to keeping data secure, and security
solutions up to date.

Overall, beyond just the utilisation of cybersecurity
solutions which most organisations do within
the region, a prevailing issue of a lack of cybereducation must be addressed. The responsibility
of cybersecurity can no longer be left to just the
IT experts, but must be taken on by everyone. In
doing so, best practices will be inculcated within the
culture of the organisation, with the collective goal
of keeping data safe and secure.
In conclusion, organisations in the region are
utilising some aspects of cybersecurity solutions
effectively, while others need to adopt new
solutions to keep up to date with the evolving
landscape. Moreover, these solutions must be
aligned to the implemented new regulations, to
ensure that it is effective for businesses.

