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ESET Internet Security® Bu ocurypsisa
COMMAHA 3alMTa CpeLuy 3annaxuTe Ha
OHJIanH exxenHneBmeTo. OCBEH LOKa3aHO
edeKTMBHaTa aHTMBMPYCHA TEXHOJIOTS,
Bve NoJly4aBarte 1 3alimTa 3a Bawlara yeb
Kamepa, OH/IaH 6aHKMpaHe 1 ynecHeH
Ha4yMH Ja TecTBaTe CUrypHOCTTA HA
6e3xmyHaTa BM Mpexa 1 ycTpomcTeara B
Hes. OCBEeH BCMYKO TOB3, Beye MoXeTe 1 Aa
yrpaBasiBaTe BCUYKUTE CU IULLEH3WN 1eCHO
npes naatpopmara my.eset.com.
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[paByM MHTEPHET no-be3onaceH 3a Bac!

OTKpMBaMTe HOBM OHMAMH NpeXXmnBsBaHMs 6e3 fa ce NPUTECHSBATE 3a CUIYPHOCTTA CM C MHOFOKPAaTHO HarpakaasaHaTa TexHonormsa Ha ESET. Hag
110 MUAVOHA NOTPeBUTENN OT LN CBAT 1 Ce 0BepsBaT 3a 3aCMYaHETO M e/IMMUHMPAHETO Ha BCSKAKBYM 3arniaxw, BKAUYUTENHO BUPYCH, rootkit,
YyepBen 1 WNNOHCKK copTyep. LLle 6baeTe 3awnTeHn OT BUTYCK C BUCOKO HMBO Ha NPUKPUTKE, KAKTO M OT eKcnioaTaumsaTa Ha ya3BMMOCTY B

codbTyepa, KOWTO M3Mon3BaTe.

3awmTa ot BUpycu

Mosny4yaBaTe akTMBHA 3aLLMTa CPeLLly BCUHKM BUAOBE BUPYCHW 3am/1axuy U NpeAoTBpaTaBa pasnpoCcTpaHeHNETO UM
KbM IpYrvi noTpeéuTeni.

3awmTa oT eKCrnIonTn

Bnokumpa aTaku, KoMTo cneumduyHo LensT Aa n3berHar aHTMBMPYCHUS cOPTyep 1 envMmHpa ransomware
3annaxw. 3almTasa By CpeLLly eKCrioaTnpaHeTo Ha ys3BUMOCTY B NMPUIOXKEHNs KaTo ye6 6pay3bpu, PDF YeTum 1
LLpYru, BKIKYUTENHO Java 6asmpaH codTyep.

Advanced Memory Scanner

Moao6paBa 3aCMYaHETO Ha 3aniaxm, KOUTO M3MOA3BAT MHOXECTBO C/TI0EBE HA KOAMPAHE, 3a Aa NPUKPUAT
NEencTemaTa cu.

CkaHupaHe B o6naka

YckopsiBa CKaHMPAHeTo KaTo cpaBHsBa dannose ¢ ESET Live Grid® 6a3ata faHHM 3a penyTauums. Korato eanH
dann e c fokasaHo gobpa penyTaums, Tom 6MBa U3KIOYEH OT CKAaHMPAHETO.
AKTMBHO CNeau 1 3alimMTaBa OT Hemo3HATK 3an/iaxy Kato CpaBHsABA NOBeAeHMeTo UM C 6asaTta AaHHW.

CkaHupaHe Ha cBansm ce
darinose

YckopsiBa ckaHMpaHeTo KaTo 06paboTea onpeaeneHn dannose (KaTo apxmem) OLLLe AOKATO Ce CBaNSAT.

Idle-State ckaHupaHe

Mopobsea Npon3BOANTENHOCTTA Ha CMCTEMATA KAaTO CKaHMPa, A0KATO T4 He Ce U3MO0/13Ba.
[Tomara 3a 3acnM4aHeTo Ha HeakTUBHM 3annaxv npeau aa ce akTMBM3MparT.

Host-Based Intrusion
Prevention System (HIPS)

MokeTe [ia MepcoHanmn3vpaTte HaCTPOMKMUTE CU MHOTO MO-AeTaniHo. MNoyyaBaTe Bb3MOXHOCTTA Aa AeduHmpaTte
npaswna 3a CUCTEMHW PerncTpu, akTUBHU NpoLeck 1 nporpamu 3a GuHa HaCTpoKKa Ha CUrypHOCTTA BU.

3awuTa oT CKpMNTOBU aTakn

3alMTeHN CTe OT 3/I0HaMEepeHN CKPUMTOBE, KOMTO LensT Aa ekcnnoatmpat Windows PowerShell.
CblL0 noslydaBaTe 3almMTa OT Javascript 3annaxu, KoMTo atakysaT bpay3bpa - nogabpxat ce Mozilla Firefox,
Google Chrome, Microsoft Internet Explorer n Microsoft Edge.

HacnageTte ce Ha Mb/IHMA NOTEHLMAT HA KOMMOTbpa CH

ESET Internet Security BV NMO3BO/IBA [d UTpaeTe, pa6OTVITE M n3non3eate MHTepHeT 6e3 3abaBsiHe KaTo M3M0/13Ba MMHUMAJTHO CUCTEMHUTE BU

pecypcu.

OcTaHeTe B ABMKEHMEe 33 NO-AbAro 4pes pexXxnMma 3a cnectaBaHe Ha 6aTep|/|qTa 1 ce Hacnagete Ha urpn mn q)l/IﬂMl/I 6e3 npekbCBaLlin CbObLLEHNS.

Hucka KoHcymaums Ha
pecypcu

Moaabpyka BMCOKaTa NpOM3BOAUTENHOCT M YABXKABA XKMBOTA HA Xapayepa Bu. Moxe [a ce 13Mno0/13Ba BbB
BCAKAKBU CUCTEMHU CpeaM.
CnecTsaBa UHTepHEeT TpaduK Ype3 N3K/IKUUTENHO MAIKUTE CU NMAKeTH 32 O6HOB/EHUS.

Pexxnm 3a urpun

ESET Internet Security aBTOMaTW4HO NPeMMHaBa B TUX PEXXUM KOraTo HAKOsi Mporpama v3rossBa Lieams ekpax.
O6HOBNEHNSATA U U3BECTMSATA Ce OT/1arar, 3a [ja CNecTsT pecypcu 38 Urpu, BUAEO, CHUMKM U Mpe3eHTaLunu.

MopppbXKa HA NpeHOCUMU
KOMMIOTpU

OTnara BCUYKM M3BECTUS,, OBHOBNEHUS U MHTEH3MBHM MPOLLECH, 3 Aa BU CNECTU pecypcu 1 6aTepus - ocTaHeTe B
[IBMXKEHME 3a NOo-AbArol.



3alumTeTe IMYHUTE CU JAaHHU!

He no3BosiABanTe Ha XxakepuTe Aa CTUrHAT L0 NaposiuTe BM 1 Ce pasnallaiTe OHNanH 6e3 Aa ce CTpaxyBaTe 3a CMrypHOCTTa CU. M3no/3BanTe No-CUrypHU
BPb3KK, 3alLMTeTe KamepaTa cv 1 foMallHus Wi-Fi pyTep oT Npo6buBYM 1 INYHKTE CU AAHHM OT ransomware. MNoAo6peTe 3almMTaTa KaTo TecTBaTe M CUrypHOCTTa

Ha CBbp3aHuUTe "yMHKU" yCTPOMUCTBA.

3awmTa oT Ransomware

3awmrasa Bu OT BUPYCU, KOUTO KpUNTUPAT AAaHHNTE BU H906paTI/1MO nm nocne N3ncKBaT OTkyn (ransom) 3a OTK/TKOYBAHETO UM.

3awmTa Ha yeb kamepu

[ToCTOAHHO C/ieaun nNpouecuTe Ha cucTemaTa BM 3a TakMBa, KOUTO UCKAT A40CTbM A0 ye6 Kamepara. V3BecTsBa BM 3a BCUHKN
npouecu, KOUTO NCKAT Aa A M3MO0A3BAT M MO3BONSABA Aa T 6J'IOKVIDaTE.

Connected Home Monitor

Mo3B0/1sBa BM [ia TeCTBaTe AOMALLHMA pyTep 3a yA3BMMOCTM KaTo clabv Naponuv 1 octapan codTyep v BM npeanara
pelueHus. NpeAocTaBs B LOCTbMEH CIMCHK C BCUYKN CBBP3aHM YCTPOMCTBA (CMapThOHW, |0T yCTPOMCTBa, T.H.), 3a Aa 3HaeTe
KaKBO Ce C/ly4Ba B MpexaTa. MimaTte Bb3MOXHOCT Aa CKaHMparte CBbp3aHuTe “yMHW" yCTPOMCTBA M fia NOy4mnTe CbBETU 33
noLo6psABAHETO HA CUFYPHOCTTA UM.

3awmTHa cTeHa

[MpepoTBpaTaBa Yy>XAMA LOCTHM A0 BALLMA KOMMKTHP U 3I'IO\/I'IOTDE6aTa C INYHNTE BM OAHHN.

3awmTa OT MpeXxoBM aTakun

KaTo fonb/iHeHWe KbM 3alimMTHATA CTeHa, Tasn dJyHKLLI/IOHa}'IHOCT BW/ 3alliMTaBa OT BpeaeH MpeXKoBU Tpa¢w< n 6}'IOKVIDa
3anjiaxu, Kato aHanM3npa noseageHneTo UMm.

3awuTa Ha oHnarH 6aHKUpaHe

MpefoCTaBa B/ CreumanHo 3almteH 6pay3bp, Npes KoMTo MoxeTe Aa naalarte 6e30nacHo oOHanH. ABTOMATUYHO BY
3aLMTaBa AOMbAHUTE/HO, KOTaTo MoCeLlaBaTe canToBe Ha 6aHKK. KOAMPA AOMBbHUTENHO KOMYHUKALMATA MEXY
Knaematypara v 6pay3bpa, 3a ia BU 3aLMTL OT 3anunceaHe Ha knaemwute oT keylogger.

3awmTa ot 60THeT

MpenocTaes LOMbAHUTENEH C/IOM 3aLLMTA, KOMTO B 3aL4MTaBa OT 60THET aTaku, KOUTO LeAT Aa U3M03BaT CUCTEMHUTE BU
pecypcu 3a NpecTbiHU Len. Bb3nonssante ce OT efMH U3LAI0 HOB TWM 3acMyaHe Ypes MpeXKOBUM CUrHATYpW 3a CBETKABUYHO
6/10KMpaHe Ha BpefeH Tpaduk!.

AHTUGULINHT

3awmTaBa Bu OT eA4Ha OT Hal-pasnpoCTpaHeHMUTe ONacHOCTU - M3MaMHKM yeb CanToBe, KOUTO LENAT Aa OTKPAAHAT IMYHUTE BU
[aHHW KaTo Ce NPecTpyBaT Ha Apyri TakmBa.

Out-of-Home Network

3BecTsaBa BM KOraT ce CBbp3BaTe C Herno3HaTa Mpexa v Bv npeasiara Aa npeMrHeTe B PeXXMM Ha CTpora CUrypHOCT.
Mpasu YCTPONCTBOTO BM HEBUAMMO 32 APYruTe B Mpexara.

KoHTpon Hap, ycTponcTearta

Mpesnassa oT HEMO3BOJIEHO KOMMPAaHe Ha JaHHUTE BM Ha BbHLUHK YCTPOMCTBA. MoxeTe fa 60kMpaTe n3non3eaHeTo Ha CD,
DVD, USB nameTu 1 npeHocnmu xapaamckose. MoxeTe fa 61okmparte cBbp3BaHeTo ¢ Bluetooth u FireWire unu serial/parallel
nopTose.

[o-neceH KOHTPO/ Haf, IMLIEH3UTE BU Ype3 my.eset.com

Cb3pamnTe besnnateH aKayHT B my.eset.com 1 ce HacnafeTe Ha CUIHO Y1eCHEH KOHTPOJT Haj, IMLEH3NTE BU.

MeHunaXXbp 3a TNLEH3N
[NEw ]

Mpernexaarite v ynpasBisiBanTe IMLEH3NTE CU U MHCTanaUmmuTe Ha ESET npoayKTu Ypes nopTtana my.eset.com.
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M3MCKBaHMATA Ha CTaHAApT 3a Ka4ecTso I1SO 9001:2008.

@ Be3nnatHa noaapbXKa Ha Bbarapcku

Bcexku nnueHs Bu npegocTaBs v 6e3nnatHa
TexHn4yecka noaapbXxka Ha 6bﬂrapCI(M e3unkK.



HanpaBeTe MHTepHeT 6e3omnaceH 3a geLata cu!

[TokaXkeTe camo cBeT/ata CTpaHa Ha MHTepHeT Ha AeuaTa cy 4pes3 poanTeNICKN KOHTPOSI. 3a6paHeTe [0CTbMNa A0 HEeNOAXOAALLO CbAbp)KaHWe OT Haz, 20 pas/inyHu
Kateropuu ye6ca|71TOBe nnn gobasete MHAMBMAYaNnHW Npasuia.

PoaMTeNCKN KOHTPON [1aBa B Bb3MOXHOCT A 3a6paHuTe pasiMyHu KaTeropmm yeb cbabpikaHue Cpamo Bb3pacTTa Ha Aeuara Bu.
MoxkeTe Aa 3aLMTUTE HACTPOMKMTE Ha MPUIOKEHUETO C Naposia, KOATO CbLLO Ce M3MCKBA NPU OMNUT 33 AeuHCTanaums.

CuctemMa NpoTmB Kpaykba — NpocieAeTe IMMNCBALLOTO BM YCTPOMCTBO

3awmTeTe yCTpOMCTBOTO Cv NPU Kpaxkba 1 yBenmyeTe LWaHca Ad CU ro BbpHeTe.

CnepeHe Ha Mo3B0NABa B Aa OTHeNexmTe yCTPOMNCTBO KaTo IMncBato 4pes ESET® Anti-Theft yeb nHtepdernca Ha my.eset.com u aa
MeCTononoXeHNeTo 3ano4yHeTe aBTOMATUYHO Aa C/IeAUTe YCTPOMCTBOTO M. MoKa3Ba MeCTOMONOXKEHNETO HA YCTPOMCTBOTO BM CnpsiMo Wi-Fi
MpeXuTe, KOUTO ca B obcera My

CnepeHe Ha aKTMBHOCTTA 3a Mo3BonsBa B/ ia HabnoAaBate KpaaLmTe Ypes cobcTeeHaTa Bu yeb kamepa. Cbbrpa CHUMKM OT eKpaHa Ha IMMNCBaLLoTo
nantonun YCTPOMCTBO. 3anmncea BCMYKO B yeb MHTepderca Ha my.eset.com.

onTumMmusauus nportus Kpa)KﬁVI [Mo3Bo/19Ba BM A HACTPOUTE MAKCUMAIHO ,D,O6DE cicTtemMata npoTme |<pa>|<61/| - NpomMmeHeTe HaCTpOVIKVITe 3a B/IN3aHe
naponuTe Ha akayHTuTe cu. lNomMara Bu Aa ce 3auTuTe MakCMMasHO KaTo BW npeanara NpoMeHu 3a K1to4oBu HaCTpODII(I/I.

EAHOMOCOYHM CbObLLEeHUs B my.eset.com .moxe aa cb3gagere CbObLLEeHMe 1 Ja ro MoKa3BaTe Ha IMMNCBALLOTO \/CTDOPICTBO cuenysesindyaBaHe Ha WaHca
3a HEroBOTO BpblaHe.

NHCTanmpamTe 1 3abpaseTte Un NepcoHan3npanTe BCUYKO

ESET Internet Security B1 NpeAoCTaBs BUCOKO HUBO Ha 3aLLMTA U LAnaTa Hy>KHa MHGOPMALIMA HA eAVH eKpaH, LOpU 1 camMo ¢ GabpuiHuTe cu
HaCTPOMKM. VI34NCTEHUAT NOTPEBUTENCKM MHTEPDENC BM yIeCHABA MaKCMMATHO NMpU YPaBAEHWETO HA PYTUHHM 3a4a4n.
AKO XKenaeTe, MOXeTe Aa NepcoHanmn3mpare Bcska GyHKLMA Ha nporpamarta Ypes Hag 150 passiMyHu HaCTPOVKM.

BCYMKO € Ha eAUNH KJIUK CTaTyca Ha 3awmTara u BCUYKM AeMNCTBUA Ca AOCTbIHM OLLE OT HaYaHMA ekpaH. Mpu 3acedeHa 3ansnaxa Bu e Hy>KeH camo

pascTosHue eAVH KK Aa pearnpare.

MocTosiHHUN 06HOB/IEHUS BbaeTe Ha Bbpxa Ha Bb/IHATa Ha CUIYPHOCTTA KATO Ce Bb3M0/3BaTe OT BCAKO HOBOBbBEAEHME B MOMEHTA, B KOWTO TO CTaHe
[OCTBMHO

HacTpoiiku 3a HanpegHanu Mo3Bo/sBa BM 334b604YEH KOHTPO HaZ Nporpamara.

notpeéurenu MoxkeTe fa nebuHmpaTe AbA604MHA HA CKaHMpaHe, BpeMe 3a CKaHupaHe, pasmMep Ha CKaHupaHuTe $Ganiose 1 oLle MHOrO.

ESET SysInspector® MNHCTPYMEHT 3a AeTannHa AMarHoCTuKa, KOMTo BY NpeaocTaBs HGOPMaLMs, KOATO Liie BV MOMOrHe [a paspeLumnte

MHO>XeCTBO I'IpOﬁ}'IEMVI CbC CUTYPHOCTTA M CbBMECTUMOCTTA.



