
 

 

 November 2015 
Feature Article: Cybersecurity & the 
Evolving Internet of Things 
 
 
 

 



  

 

Table of Contents 

Cybersecurity & the Evolving Internet of Things ........................................................................................................3 

ESET Corporate News .................................................................................................................................................9 

The Top Ten Threats ................................................................................................................................................ 10 

Top Ten Threats at a Glance (graph) ....................................................................................................................... 13 

About ESET .............................................................................................................................................................. 14 

Additional Resources ............................................................................................................................................... 14 

  



  

 

Cybersecurity & the Evolving Internet of Things  

David Harley, ESET Senior Research Fellow 

During October, ESET participated in Twitter chat discussions (#ChatSTC) with the NCSA, STOP THINK CONNECT, and tech industry groups 

like ISACA, CSID, (ISC) Foundation, USDHS and RSA.  

ESET's research group in the US was invited to contribute some thoughts to a chat on the “Internet of Things,” based on the questions 

below. Of course, there were many interesting and useful thoughts from the other participants.  

Most of the comments here were already reduced to Tweet length: I've formatted them as bullet points, but I've left intact some longer 

thoughts that were intended as background rather than as direct responses. Other editing has been kept to the barest minimum.  

1. @STOPTHNKCONNECT: What is the Internet of Things, and what are some examples of new kinds of smart devices & apps? 

An extension of networking technology that adds a measure of connectivity to objects – especially everyday objects – that may have 

existed for aeons in a standalone form, but acquire additional potential for control and functionality when made accessible from other 

devices. Current examples range from domestic appliances like refrigerators, cooking equipment, iKettles and lighting to medical devices, 

energy generation and control components, and so on.  

 The Internet of Things, or #IoT as it’s sometimes called, is the network of objects that have connectivity.  

 When your fridge says you're out of milk, directs your car’s GPS to the nearest store, & you pay for it w/ your phone, that's 

#IoT  

 Examples also include implants that can store and send medical data or wearables that track fitness progress.  

 It can include car sensors that can track systems and call for help if it detects you’ve been in an accident.  

 It can also include home appliances and apps that allow you to lock your doors, set your alarm, or turn on/off appliances.  

 Increasingly many electronic devices around the home are now connected to the Internet. As you watch them, they may be 

watching you  

https://twitter.com/hashtag/ChatSTC?src=hash


  

 

 Examples of #IoT devices include TVs, DVRs, home servers & storage, alarm systems & baby monitors to name a few.  

 An emerging class of #IoT devices are wearables such as fitness trackers. Combined with GPS, they can track everywhere 

you go.  

2. @STOPTHNKCONNECT: What trends have you been seeing with technology and our evolving digital lives? 

 We’re more connected today than ever, to each other & the things around us. Does that mean less privacy?  

 We have a lot more digital devices connecting to the internet from our home router (40% of which still have default 

password). 

3. @STOPTHNKCONNECT: What are the benefits of smarthome technology, the IoT & an increasingly connected world? 

At the very least, convenience. However, the ability to build networks of devices that share data can – in principle – offer greatly 

enhanced functionality.  

 A lot of these answers today will start with “it depends on the device.” Get ready for a trend.  

 Secure SmartHome #IoT keeps our homes safer & more comfortable. It has potential to bring a lot of convenience and 

peace of mind.  

 #IoT implants and health apps can give you & your doctor the info you need to improve healthcare and potentially prevent 

issues.   

 Smart homes can allow you to reduce energy costs by adjusting energy usage based on temperature & power grid load.  

  



  

 

4. @STOPTHNKCONNECT: How secure is the Internet of Things? What are the potential security concerns as it grows? 

It's as secure – or as fragile – as the care with which we bake security capability into our networks. Unfortunately, those security concerns 

don't affect just the transport media: it's the devices we connect, the devices and apps we control them with, and the other devices with 

which they interface and share data. In other words, the attack surface is expanding at a surreal rate. Control and disclosure issues cross 

over the borders between vendors and other organizations. Even when it comes to 'conventional' networks, our hard-won awareness of 

security issues that arise when heterogeneous devices and networks interconnect is nowhere near enough to guarantee security and 

privacy.  

 Depends on the device. Security in #IoT is improving but still has a long way to go. 

http://www.welivesecurity.com/2015/08/05/lightbulb-moment-why-the-internet-of-things-is-a-security-watershed/  

 There might be a few concerns in the auto industry outside of VW's current issue. For example: 

http://www.welivesecurity.com/2015/07/29/cybersecurity-manufacturing-chrysler-jeep-hack/  

 You might have been going with sarcastic with “few” but I am convinced there are serious concerns widespread issues 

 Any time data is sent between devices, there’s concern about security on the devices/systems & traffic security during 

transfer.  

 “It's as secure – or as fragile – as the care with which we bake security capability into our networks.” @dharleyatESET 

 I refer to #IoT as the 'Internet of Infected Things' due to the lack of security & poorly-implemented security on many 

devices.  

5. @STOPTHNKCONNECT: What does having an increasingly connected life mean for our privacy? 

 This depends on the device and the user. With fitness wearables for instance, a user can control how much data they share 

and where.  

 But for things like medical implants connecting to your physicians, that’s not something the user can simply shot off or pick 

and choose what to share  

 Living in a world of #IoT will mean giving up some privacy. How much, largely depends on what #IoT we adopt and how we 

use it.  

http://www.welivesecurity.com/2015/08/05/lightbulb-moment-why-the-internet-of-things-is-a-security-watershed/
http://www.welivesecurity.com/2015/07/29/cybersecurity-manufacturing-chrysler-jeep-hack/


  

 

 It means your privacy is considerably eroded & even if you take steps to ensure it, other people's devices may not. 

6. @STOPTHNKCONNECT: What types of information do our smart devices collect? 

 For some, our devices store medical or financial info, historical academic or work data, location, photos, social media posts, 

etc  

 Some cars now track & store system info, driving data, location, and have the ability to connect to our smart devices as 

well.  

 Home server & storage devices often contains backups of all your files, including data like web browsing history. 

7. @STOPTHNKCONNECT: What would the value of the information on a smart device be for a cybercriminal and how could 

criminals potentially use this information? 

 Again, it depends on the device. PII and medical or financial data can have monetary value but value can be found in other 

ways.  

 For instance, a stalker might find the GPS info from your smartwatch valuable or a burglar might like to know if someone is 

home.  

 There are even some concerns about insurance companies using data from your SmartFridge & fitness wearables or apps 

against you.  

 It is like allowing a thief to come into your home & look at every piece of digital data stored there.  

8. @STOPTHNKCONNECT: Before adopting a connected device or app, what safety, security & privacy considerations should be 

kept in mind? 

 As our researcher Bruce Burrell says, “every benefit [of #IoT] comes at a cost. That cost isn’t always easy to assess.”  

 Read the EULA/TOS, check for reviews, and do some research so you can better understand privacy/security risks.  

  



  

 

 To better understand risk, learn how the device works, what data it collects, what it shares, and how. Is it secure thru each 

step?  

 Many #IoT devices & services have poor or nonexistent security & privacy policies. Check before plugging them in.  

 Some #IoT devices may lack the ability to automatically install security patches & updates. Set a reminder to check for 

updates.  

9. @STOPTHNKCONNECT: Where can I learn how services & companies collect, manage & use my personal information? 

 It largely depends on the manufacturers and legal requirements. EULAs and TOS can include a lot of information,   

 And for many companies, consumer trust is important and if you ask, they are quite happy to share what they can.  

10. @STOPTHNKCONNECT: How can you manage your security & privacy with an emerging smart device? 

 Sing it with us: Depends on the Device. Smartphones and most wearables will have an interface to manage privacy/security 

settings.  

 Medical implants and other devices without an interface makes this much more difficult, if not impossible.  

 And #MoneyTalks - as consumers demonstrate a preference for safer & more secure products, the safer & more secure 

they’ll become.  

 Consider carefully what data you share with #IoT devices & whether you can block it from being sent.  

 IoT (in)security depends not just on the device but also the app you authorize to use the device. 

 Always stop and think before you connect a third party app to an IoT device. Badly written apps can put holes in device 

security.  

  



  

 

11. @STOPTHNKCONNECT: Where is the Internet of Things going 2 go from here? What do you predict will happen in the near & 

long-term futures? 

 In the short term, #IoT will continue to grow. The possibilities are only as endless as technology and creativity allow.  

 Long term, security will improve because it will have to; whether through high profile incidents or consumer demand is to 

be seen. 

12. @STOPTHNKCONNECT: What resources do you recommend for people looking to protect themselves when using emerging 

technology? 

 Educate yourself so you can protect yourself. Finally, keep an eye on welivesecurity.com for current info, advice, and tips.  

 Look very carefully at #IoT companies track records for security. If poor, go with another vendor. 

13. @STOPTHNKCONNECT: That’s about all the time we have for today! Any last comments or tips from our panelists? 

 Much of what we discussed on #IoT was summed up pretty well by @zcobb in this article in a local publication 

http://www.sandiegouniontribune.com/sponsored/2014/oct/19/eset-internet-beyond-components/  

You might also be interested in the results of the "Behind Our Digital Doors: Cybersecurity & the Connected Home" survey from ESET and 

NCSA. The survey asked US adults about many devices, including the ownership and use of connected devices. The study found that 

despite significant strides in managing our online lives, 'the sheer number of new, connected devices has changed what it means to keep 

our digital lives and homes cyber secure.' See the Connected American Family Infographic here for a handy summary.  

 

 

 

 

 

http://www.sandiegouniontribune.com/sponsored/2014/oct/19/eset-internet-beyond-components/
http://assets1.esetstatic.com/us/assets/usweb/files/unb/pdf/behind-our-digital-doors_eset-ncsa-fast-facts-document.pdf
file:///C:/Users/Toshiba/Desktop/%5bSee%20the%20infograph%20at%20http:/assets1.esetstatic.com/us/assets/usweb/files/unb/infographics/infographic-behind-americas-digital-doors.jpg


  

 

ESET Corporate News 

ESET’s latest app allows parents to manage child’s online mobile experience 
 

ESET® announced the launch of the ESET Parental Control for Android app, which helps parents ensure that their children enjoy their 

mobile devices safely and appropriately. The app is available now through the Google Play store and ESET.com, and new users have the 

option to download the free version, or to purchase the full version with premium features at $29.99 (for all the devices in the family), or 

to try the free 30-day trial with premium features. 

With ESET Parental Control for Android, parents have a new and effective app to help guide their children’s online and mobile usage. In 

a survey conducted by ESET, 70 percent of parents say they do not always trust their children to act appropriately and safely online, with 

nearly 30 percent of parents having caught their child using a device inappropriately or having suspected they had done so before. 

ESET Parental Control ensures children only have access to content and applications the parent specifies and/or approves. Parents can 

easily set a maximum daily time for using games and other types of applications, and limit or block app usage during selected periods  

throughout the day (i.e. school time, sleep time, etc.). One unique feature allows a parent to send a text message to their child and lock 

the device with the message displayed. The child regains access to the device only once they confirm seeing the message. This improves 

communication and affirms that calls and texts are received and acknowledged. 

ESET Scores 100% for Second Straight Year in AV-Test Self-Protection Survey 

In the latest AV-Test Self-Protection of Antivirus Software test ESET has repeated its success from last year and scored 100% with ESET 

Smart Security, being the only solution in its category to reach that score for a second time. 

Most malware now targets IT security solutions in order to disable them. Using self-protection technologies DEP (Data Execution 

Prevention) and ASLR (Address Space Layout Randomization) as a supporting measure reduces the risk and makes the solution more 

secure. 

In the key test of the self-defense capabilities of IT security software, AV-Test examined whether these protection technologies were 

implemented in connection with user-mode PE (portable executable) files for 32- and 64-bit solutions. In addition, the validity of 

component file certificate signatures was also tested. AV-Test reviewed 21 consumer security suites and 10 corporate security solutions to 

see if DEP and ASLR, which are freely available protection mechanisms, were being used in the program code. 

“Out of the consumer solutions tested with DEP and ASLR, only ESET recorded 100% protection for the second time. Also in terms of 

digitally signed files, ESET, Symantec and McAfee did a good job,” said Andreas Marx, CEO at AV-TEST GmbH. 

http://www.eset.com/us/resources/detail/esets-latest-app-allows-parents-to-manage-childs-online-mobile-experience/
http://www.eset.com/us/
http://www.eset.com/us/products/parental-control-android
https://play.google.com/store/apps/details?id=com.eset.parental&hl=en
http://www.eset.com/us/products/parental-control-android/
http://assets1.esetstatic.com/us/assets/usweb/files/unb/pdf/cyber-parent-in-the-digital-age_eset-ptpa-survey-findings.pdf
http://www.eset.com/us/resources/detail/eset-scores-100-for-second-straight-year-in-av-test-self-protection-survey/
https://www.av-test.org/en/news/news-single-view/check-2015-self-protection-of-antivirus-software/
http://www.av-test.org/


  

 

The Top Ten Threats 

 
1. Win32/Bundpil 
 
Previous Ranking: 1 
Percentage Detected: 4.78% 
 
Win32/Bundpil is a worm that spreads via removable media. The worm contains an URL from which it tries to download several files. 

The files are then executed and HTTP is used for communication with the command and control server (C&C) to receive new 

commands. The worm may delete files with the following file extensions: 

*.exe 

*.vbs 

*.pif 

*.cmd 

*Backup 

 
2. LNK/Agent.BZ 

Previous Ranking: N/A 
Percentage Detected: 2.59% 

 
LNK/Agent.BZ is a link that concatenates commands to execute legitimate code while running the threat code in the background. It is 

similar in its effect to the older autorun.inf type of threat. 

3. LNK/Agent.BS 

Previous Ranking: 2 
Percentage Detected: 2.16% 

 
LNK/Agent.BS is another link that concatenates commands to execute legitimate code while running the threat code in the 

background. It is similar in its effect to the older autorun.inf type of threat.  

4. HTML/ScrInject 

Previous Ranking: 5 
Percentage Detected: 1.88% 

 
Generic detection of HTML web pages containing obfuscated scripts or iframe tags that automatically redirect to the malware 

download. 



  

 

5. LNK/Agent.AV 

Previous Ranking: 3 
Percentage Detected: 1.78% 

 
LNK/Agent.AV is another link that concatenates commands to execute legitimate code while running the threat code in the 

background. It is similar in its effect to the older autorun.inf type of threat.  

6. JS/TrojanDownloader.Iframe 

Previous Ranking: 4 
Percentage Detected: 1.76% 

 
JS/TrojanDownloader.Iframe is a trojan that redirects the browser to a specific URL location serving malicious software. The malicious 

code is usually embedded in HTML pages. 

 

7. Win32/Sality 
 
Previous Ranking: 6 
Percentage Detected: 1.47% 
 

Sality is a polymorphic file infector. When it is executed registry keys are created or deleted related to security applications in the 

system and to ensure that the malicious process restarts each time the operating system is rebooted. 

It modifies EXE and SCR files and disables services and processes implemented by and associated with security solutions. 

 

More information relating to a specific signature: http://www.eset.eu/encyclopaedia/sality_nar_virus__sality_aa_sality_am_sality_ah 

8. Win32/Ramnit 

Previous Ranking: 7 
Percentage Detected: 1.36% 
 

This is a file infector that executes every time the system starts. It infects .dll (direct link library) and .exe (executable) files and searches 

for htm and html files into which it can insert malicious instructions. It exploits a vulnerability (CVE-2010-2568) found on the system that 

allows it to execute arbitrary code. It can be controlled remotely to capture screenshots, send information it has gathered, download files 

from a remote computer and/or the Internet, and run executable files or shut down/restart the computer. 

 
 

  

http://www.eset.eu/encyclopaedia/sality_nar_virus__sality_aa_sality_am_sality_ah


  

 

9.  HTML/IFrame

Previous Ranking: n/a 
Percentage Detected: 1.31% 

 

HTML/IFrame is a generic detection of malicious IFRAME tags embedded in HTML pages, which redirect the browser to a specific URL 

location serving malicious software. 

10. INF/Autorun 

Previous Ranking: 9 
Percentage Detected: 1.29% 

 
INF/Autorun is a generic detection of multiple malicious versions of the autorun.inf configuration file created by malware. The malicious 

AUTORUN.INF file contains the path to the malicious executable. This file is usually dropped into the root folder of all the available drives 

in an attempt to auto-execute a malicious executable when the infected drive is mounted. The malicious AUTORUN.INF file(s) may have 

the System (S) and Hidden (H) attributes set in an attempt to hide the file from Windows Explorer. 

 

 

 

 
  



  

 

Top Ten Threats at a Glance (graph) 

Analysis of ESET LiveGrid®, a sophisticated malware reporting and tracking system, shows that the highest number of detections this 

month, with 4.78% of the total, was scored by the Win32/Bundpil class of treat.  

 



  

 

About ESET 

ESET®, the pioneer of proactive protection and the maker of 

the award-winning ESET NOD32® technology, is a global 

provider of security solutions for businesses and consumers. 

For over 26 years, the Company has continued to lead the 

industry in proactive threat detection. By obtaining its 91st 

VB100 award in April 2015, ESET NOD32 technology holds the 

record number of Virus Bulletin "VB100” Awards, and has never 

missed a single “In-the-Wild” worm or virus since the inception 

of testing in 1998. In addition, ESET NOD32 technology holds 

the longest consecutive string of VB100 awards of any AV 

vendor. ESET has also received a number of accolades from AV-

Comparatives, AV-TEST and other testing organizations and 

reviews. ESET NOD32® Antivirus, ESET Smart Security®, ESET 

Cyber Security® (solution for Mac), ESET® Mobile Security and 

IT Security for Business are trusted by millions of global users 

and are among the most recommended security solutions in 

the world. 

The Company has global headquarters in Bratislava (Slovakia), 

with regional distribution centers in San Diego (U.S.), Buenos 

Aires (Argentina), and Singapore; with offices in Jena 

(Germany), Prague (Czech Republic) and Sao Paulo (Brazil). ESET 

has malware research centers in Bratislava, San Diego, Buenos 

Aires, Singapore, Prague, Košice (Slovakia), Krakow (Poland), 

Montreal (Canada), Moscow (Russia) and an extensive partner 

network for more than 180 countries.  

More information is available via About ESET and Press Center. 

 

Additional Resources 

Keeping your knowledge up to date is as important as keeping 

your AV updated. For these and other suggested resources 

please visit the ESET Threat Center to view the latest: 

 ESET White Papers 

 WeLiveSecurity 

 ESET Podcasts 

 Independent Benchmark Test Results  

 Anti-Malware Testing and Evaluation  

http://www.eset.com/int/about/profile/25-years-of-nod32-technology/
http://www.eset.com/threat-center/index.php
http://www.eset.com/documentation/white-papers
http://www.welivesecurity.com/
http://www.welivesecurity.com/
http://www.eset.com/press-center/podcasts
http://www.eset.com/resources/datasheets/Flyer-ESET-Independent-Bench-Test.pdf
http://www.eset.com/documentation/white-papers#anti-malware-testing

