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TeslaCrypt Apologizes and Offers Decryption Key 

David Harley, ESET Senior Research Fellow 

[Parts of this article have also appeared on ITSecurity UK and the AVIEN ransomware resources pages.] 

But are the TeslaCrypt operators genuinely apologizing? Probably not, since it seems that they've moved on to CryptXXX rather than 

retiring to a monastery to flagellate themselves with birch twigs. However, an ESET analyst, noticing that the TeslaCrypt project 

seemed to be shutting down, contacted them via the Tesla support/payment site and asked them to release the master decryption 

key. 

Unexpected Benevolence 

Since ransomware operators aren't generally renowned for their benevolence, it was a pleasant surprise to see them post the master 

key with the message: 

Project closed 

master key for decrypt [...] 

wait for other people make universal decrypt software 

we are sorry! 

And, sure enough, both ESET and BloodDolly quickly came up with decryptors. Instructions for the use of the ESET tool are here, and 

for BloodDolly's tool at Bleeping Computer here. 

For Softpedia, Catalin Cimpanu noted that: 

TeslaCrypt has been cracked numerous times in the past [...] Switching to CryptXXX might have not been such a great idea either, since 

Kaspersky had already cracked the ransomware twice. It did so for CryptXXX 1.0, and it did it so for CryptXXX 2.0, just a few days after 

crooks released it.  

  

http://itsecurity.co.uk/2016/05/teslacrypt-gang-says-sorry-provides-decryption-key/
http://avien.net/blog/ransomware-resources/ransomware-families-and-types/
http://avien.net/blog/ransomware-resources/ransomware-families-and-types/cryptxxx/
http://www.welivesecurity.com/2016/05/18/eset-releases-decryptor-recent-variants-teslacrypt-ransomware/
http://www.bleepingcomputer.com/forums/u/950574/blooddolly/
http://www.welivesecurity.com/2016/05/18/eset-releases-decryptor-recent-variants-teslacrypt-ransomware/
http://www.bleepingcomputer.com/news/security/teslacrypt-shuts-down-and-releases-master-decryption-key/


  

 

On May 24th 2016, the CryptXXX situation took a turn for the worse. Lawrence Abrams reported for Bleeping Computer that CryptXXX 

version 3.0 not only prevented Kaspersky's RannohDecryptor from enabling victims to decrypt their files for free, but also had the 

(presumably unintended) effect of breaking the criminals' own decryption key. In other words, even paying the ransom doesn't, at the 

time of writing, guarantee that you'll get a working decryptor. When a ransomware gang screws up, it doesn't always work to the 

benefit of the victim.  

Bleeping Computer has some resources specific to CryptXXX: CryptXXX Support & Help Topic; the CryptXXX Ransomware Help, 

Information Guide, and FAQ. 

The Remorseful Daze 

I was asked subsequently why the TeslaCrypt gang abandoned their campaign or released the master key. We can only speculate, but 

if they have, in fact, joined the drift to CryptXXX as hinted by Bleeping Computer et al, we can probably assume that remorse didn't 

play a large part in their actions.  

Even if they've moved on to fresh fields and pestilences new, they may have just figured that there was no point in being gratuitously 

malevolent when they had nothing further to gain from an operation that was already shutting down. Perhaps even ransomware 

gangs aren't 100% evil.  

Locker 

An internal discussion regarding the closing down of TeslaCrypt reminded me that it’s not the first time that ransomware has been 

closed down with some measure of apology and remediation. On the 30th May 2016, a post appeared on Pastebin announcing that: 

I am the author of the Locker ransomware and I’m very sorry about that has happened. It was never my intention to release this. 

I uploaded the database to mega.co.nz containing “bitcoin address, public key, private key” as CSV. This is a dump of the complete 

database and most of the keys weren’t even used… 

The poster went on to give a variety of information about the malware. 

  

http://www.bleepingcomputer.com/news/security/cryptxxx-updated-to-version-3-0-decryptors-no-longer-work/
http://www.bleepingcomputer.com/forums/t/609690/cryptxxx-ransomware-support-and-help-topic-crypt-ext-de-crypt-readmehtml/
http://www.bleepingcomputer.com/virus-removal/cryptxxx-ransomware-help-information
http://www.bleepingcomputer.com/virus-removal/cryptxxx-ransomware-help-information
https://blog.trendmicro.com/trendlabs-security-intelligence/will-cryptxxx-replace-teslacrypt-ransomware-shakedown/
http://pastebin.com/1WZGqrUH


  

 

TeslaCrypt Revisited 

TeslaCrypt has had a chequered career: here is some earlier info drawn from the AVIEN ransomware resource pages. A flaw in 

TeslaCrypt that allowed decryption by third parties was fixed in TeslaCrypt 3.0, but you may find it interesting nonetheless for the 

insight into how security companies and researchers work: TeslaCrypt Decrypted: Flaw in TeslaCrypt allows Victim's to Recover their 

Files. 

More recent versions included a range of other 'improvements': it stopped using extensions to flag encrypted files (thus making 

identification a little harder), and was now delivered by spam campaign as well as by exploit kits. Here are a few links regarding those 

versions. 

 Help Net: TeslaCrypt: New versions and delivery methods, no decryption tool 

 Bleeping Computer: TeslaCrypt 4.0 Released with Bug Fixes and Stops Adding Extensions 

 Endgame: Your Package Has Been Successfully Encrypted: TeslaCrypt 4.1A and the Malware Attack Chain 

  

http://avien.net/blog/ransomware-resources/
http://www.bleepingcomputer.com/news/security/teslacrypt-3-0-released-with-new-encryption-algorithm-and-xxx-file-extensions/
http://www.bleepingcomputer.com/news/security/teslacrypt-decrypted-flaw-in-teslacrypt-allows-victims-to-recover-their-files/
http://www.bleepingcomputer.com/news/security/teslacrypt-decrypted-flaw-in-teslacrypt-allows-victims-to-recover-their-files/
https://www.helpnetsecurity.com/2016/04/22/teslacrypt-new-versions-no-decryption/
http://www.bleepingcomputer.com/news/security/teslacrypt-4-0-released-with-bug-fixes-and-stops-adding-extensions/
https://www.endgame.com/blog/your-package-has-been-successfully-encrypted-teslacrypt-41a-and-malware-attack-chain


  

 

ESET Corporate News 

ESET Releases Decryptor for Recent Variants of TeslaCrypt Ransomware 

As David Harley explains in the feature article of this report, ESET released a decryptor for recent variants of the TeslaCrypt 

ransomware. If you have been infected by one of the new variants (v3 or v4) of the notorious ransomware TeslaCrypt and the 

encrypted files have the extensions .xxx, .ttt, .micro, .mp3 or remained unchanged, then ESET has good news for you. 

Recently, TeslaCrypt’s operators have announced they are wrapping up their malicious activities. On this occasion, one of ESET’s 

analysts anonymously contacted the group, using the official support channel offered to the ransomware victims by the TeslaCrypt’s 

operators and requested the universal master decryption key. Surprisingly, they made it public. 

This has allowed ESET to promptly create a free decrypting tool capable of unlocking files affected by all variants of this ransomware. 

For instructions on how to use the decryptor, please visit the ESET Knowledgebase website. 

It is important to note that ransomware remains one of the most prevalent forms of internet threats and prevention is essential to 

keep users safe. Therefore, users should keep their operating system and software updated, use a reliable security solution with 

multiple layers of protection, and regularly back up all important and valuable data to a location (such as external storage) which is 

normally kept offline. 

ESET Maintains Its Position on the Security Software Market 

Despite market conditions stagnating, ESET‘s ranking in the market has remained stable. As reported by Gartner in its “Gartner Market 

Share: All Software Markets, Worldwide, 2015 report”, the whole security software market grew by only 3.7%, growing from $21.3 

billion in 2014 to $22.1 billion in 2015. 

ESET continued to maintain its No. 5 position in 2015, with a market share of 5.8 % in the consumer security software and endpoint 

protection platform (enterprise) subsegment. 

ESET recorded the best results in its core segment – the business market. According to Gartner the Endpoint Protection 

Platforms market remained flat in 2015 at $3.2 billion. ESET managed to grow by 2,4%, maintaining its No. 4 position and increasing its 

share in the business sector market to 8.9%, from 8.7% in 2014.  

  

http://www.eset.com/int/about/press/articles/malware/article/eset-releases-decryptor-for-recent-variants-of-teslacrypt-ransomware/
http://download.eset.com/special/ESETTeslaCryptDecryptor.exe
http://support.eset.com/kb6051/
http://www.eset.com/int/home/products/smart-security/
http://www.eset.com/int/about/press/articles/awards/article/eset-maintains-its-position-on-the-security-software-market/
http://www.eset.com/int/
http://www.gartner.com/technology/home.jsp
http://www.gartner.com/it-glossary/endpoint-protection-platform-epp/
http://www.gartner.com/it-glossary/endpoint-protection-platform-epp/


  

 

Upgraded Free ESET Online Scanner - Makes Scanning Even Easier 

ESET released a new version of the ESET Online Scanner – its ThreatSense®-based free scanning and cleaning app providing full 

antivirus scans directly via the internet browser. 

The latest version of ESET's Online Scanner is completely browser–independent, which means it can easily be run from all known web 

browsers. Moreover, the installation of the app is now possible without administrator privileges, which makes scanning and cleaning 

malware from computers even more straightforward. 

Designed to be user-friendly, ESET Online Scanner also introduces additional malware-removal related features, including: 

 Autostart locations scan: enables scanning of Autostart locations and the Boot Sector for hidden threats – simply by 

choosing this option in Advanced Setup/Scan Targets. 

 Registry malware cleanup: removes malware that resides in the system registry. 

 Cleanup during restart followed by a rescan: if needed, ESET Online Scanner is capable of tagging the most persistent 

malware for automatic cleanup after restart. 

 

  

http://www.eset.com/int/about/press/articles/products/article/upgraded-free-eset-online-scanner-makes-scanning-even-easier/
http://www.eset.com/int/
http://www.eset.com/int/home/products/online-scanner/
http://support.eset.com/kb531/


  

 

The Top Ten Threats 

1. JS/Danger.ScriptAttachment 

Previous Ranking: 3 
Percentage Detected: 8.40% 

 
JS/Danger.ScriptAttachment is a generic detection of suspicious e-mail attachments. 

2. JS/TrojanDownloader.Nemucod 

Previous Ranking: 2 
Percentage Detected: 6.71% 

 
JS/TrojanDownloader.Nemucod is a trojan that uses HTTP to try to download other malware. It contains a list of URLs and tries to 

download several files from those addresses. The files are then executed. This Trojan is now associated with ransomware. 

3. Win32/Bundpil 
 
Previous Ranking: 1 
Percentage Detected: 5.79% 
 
Win32/Bundpil is a worm that spreads via removable media. The worm contains an URL from which it tries to download several files. 

The files are then executed and HTTP is used for communication with the command and control server (C&C) to receive new 

commands. The worm may delete files with the following file extensions: 

*.exe 

*.vbs 

*.pif 

*.cmd 

*Backup 

 
4. Win32/Agent.XWT 

Previous Ranking: 4 
Percentage Detected: 2.72% 

 
Win32/Agent.XWT is a trojan that serves as a backdoor. It can be remotely controlled and is usually a part of other malware. It collects 

the operating system version and language settings, then attemps to send the gathered data to a remote machine using HTTP. 



  

 

5. Win32/Bayrob 

Previous Ranking: N/A 
Percentage Detected: 1.68% 

 
Win32/Bayrob is a trojan that serves as a backdoor and can be controlled remotely. When executed, the trojan registers itself as a 

system service, in order to be executed at every system start. It collects the following information: operating system version, 

computer name and IP address, information about the operating system and system settings, MAC address and a list of running 

services. The trojan can then send the information to a remote machine using HTTP. 

6. HTML/ScrInject 

Previous Ranking: 5 
Percentage Detected: 1.31% 

 
Generic detection of HTML web pages containing obfuscated scripts or iframe tags that automatically redirect to a malware 

download. 

7. Win32/Sality 
 
Previous Ranking: 9 
Percentage Detected: 1.31% 
 

Sality is a polymorphic file infector. When it is executed registry keys are created or deleted that are related to security applications in 

the system so as to ensure that the malicious process restarts each time the operating system is rebooted. 

It modifies EXE and SCR files and disables services and processes implemented by and associated with security solutions. 

 

More information relating to a specific signature: http://www.eset.eu/encyclopaedia/sality_nar_virus__sality_aa_sality_am_sality_ah 

8. JS/Adware.Agent.L 
 
Previous Ranking: N/A 
Percentage Detected: 1.29% 
 

JS/Adware.Agent.L is the detection name for JavaScript code designed to deliver advertisements on an affected PC. When this code is 

injected into a webpage, it replaces advertisements it finds with new ones from hxxp://x.rafomedia.com. If ads found are already from 

rafomedia, the malware does not replace them.   

http://www.eset.eu/encyclopaedia/sality_nar_virus__sality_aa_sality_am_sality_ah


  

 

 
9. Win32/Ramnit 
 
Previous Ranking: 7 
Percentage Detected: 1.29% 
 

This is a file infector that executes every time the system starts. It infects .dll (direct link library) and .exe (executable) files and searches 

for htm and html files into which it can insert malicious instructions. It can be controlled remotely to capture screenshots, send 

information it has gathered, download files from a remote computer and/or the Internet, and run executable files or shut down/restart 

the computer. 

 

10. HTML/Refresh 

Previous Ranking: 6 
Percentage Detected: 1.27% 

 
HTML/Refresh is a trojan that redirects the browser to a specific URL serving malicious software. The malicious program code is usually 

embedded in HTML pages. 

 

  



  

 

Top Ten Threats at a Glance (graph) 

Analysis of ESET LiveGrid®, a sophisticated malware reporting and tracking system, shows that the highest number of detections this 

month, with 8.40% of the total, was scored by JS/Danger.ScriptAttachment.  

 



  

 

About ESET 

ESET®, the pioneer of proactive protection and the maker of 

the award-winning ESET NOD32® technology, is a global 

provider of security solutions for businesses and consumers. 

For over 26 years, the Company has continued to lead the 

industry in proactive threat detection. By obtaining its 91st 

VB100 award in April 2015, ESET NOD32 technology holds the 

record number of Virus Bulletin "VB100” Awards, and has never 

missed a single “In-the-Wild” worm or virus since the inception 

of testing in 1998. In addition, ESET NOD32 technology holds 

the longest consecutive string of VB100 awards of any AV 

vendor. ESET has also received a number of accolades from AV-

Comparatives, AV-TEST and other testing organizations and 

reviews. ESET NOD32® Antivirus, ESET Smart Security®, ESET 

Cyber Security® (solution for Mac), ESET® Mobile Security and 

IT Security for Business are trusted by millions of global users 

and are among the most recommended security solutions in 

the world. 

The Company has global headquarters in Bratislava (Slovakia), 

with regional distribution centers in San Diego (U.S.), Buenos 

Aires (Argentina), and Singapore; with offices in the United 

Kingdom, Jena (Germany), Prague (Czech Republic) and Sao 

Paulo (Brazil). ESET has malware research centers in Bratislava, 

San Diego, Buenos Aires, Singapore, Prague, Košice (Slovakia), 

Krakow (Poland), Montreal (Canada), Moscow (Russia) and an 

extensive partner network for more than 180 countries.  

More information is available via About ESET and Press Center. 

 

Additional Resources 

Keeping your knowledge up to date is as important as keeping 

your AV updated. For these and other suggested resources, 

please visit: 

 VirusRadar 

 ESET White Papers 

 ESET Conference Papers 

 WeLiveSecurity 

 ESET Podcasts 

 ESET Videos 

 Case Studies 

http://www.eset.com/int/about/profile/25-years-of-nod32-technology/
http://virusradar.com/en
http://www.welivesecurity.com/papers/white-papers/
http://www.welivesecurity.com/papers/conference-papers/
http://www.welivesecurity.com/
http://www.welivesecurity.com/
http://www.welivesecurity.com/media/podcasts
http://www.welivesecurity.com/media/videos
http://www.eset.com/us/resources/type/case-studies

