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Tech Support Scams: a Beginner's Guide  

David Harley, ESET Senior Research Fellow 

This is a slightly shortened version of an article that originally appeared on ITSecurity UK. 

Introduction 

I've spent a lot of time over the last few years writing and talking about tech support scams. That is, scams implemented by persuading 

victims that they need help to deal with a problem on their computer. Perhaps it's time to rethink what potential victims need to know in 

order to make them less vulnerable to scammers. I don't know how many relatively technically-inexperienced people read this blog, but 

perhaps the more tech-savvy readers will find it useful to think about how they can raise awareness. 

Basic scam gambits 

Often, the scammer claims that the victim's PC has been hacked, or is infected or affected by viruses or other forms of malware. 

The classic cold-calling scam works something like this: you get a telephone call from someone telling you that he is from or working with 

Microsoft, and that your Windows PC has been reported as being compromised in some way. There are a number of standard tricks (most 

of which are described in a paper Martijn Grooten, Craig Johnston, Steve Burn and I wrote for Virus Bulletin) that this kind of caller uses to 

persuade you that he really knows something about your PC. 

The CLSID scam gambit 

A longstanding favourite is the CLSID gambit, when he tells you that this string of characters is unique to your system: 

ZFSendToTarget=CLSID{888DCA60-FC0A-11CF-8F0F-00C04FD7D062} 

In fact the ASSOC command will show this very same string on just about any Windows machine. 

The EVENT VIEWER gambit 

Another gambit is to 'prove' that your PC is 'infected' by misrepresenting the results of running standard utilities such as EVENT VIEWER. 

He'll tell you that those alarming yellow triangles flagged with the word 'Warning' are to tell you that your system has been hacked, or 

infected with malware. In fact, 99 times out 100 they signify a transient glitch - a minor issue that may only affect your system for 

microseconds. 

http://itsecurity.co.uk/2015/11/tech-support-scams-a-beginners-guide/
http://www.welivesecurity.com/media_files/white-papers/Harley-etal-VB2012.pdf


  

 

Utilities like EVENT VIEWER do have their uses, of course, for a tech looking for real problems. The trouble is, it's easy for a scammer to 

misrepresent their output when talking to someone who isn't knowledgeable about Windows internals. 

The NETSTAT scam gambit 

Another tool that the scammers sometimes misuse is NETSTAT, which gives information about your network/internet connections. The 

scammers use the output to con you into believing that the 'foreign addresses' it shows represent hacking attacks. Actually, a foreign 

address is simply any internet system to which you might connect in the course of a normal computing session. If there weren't any 

'foreign addresses' you almost certainly wouldn't be connected to the internet at all. 

The New Wave 

All those ploys and gambits are still there, still being used by scammers. However, they're less likely to be presented by scammers in out-

of-the-blue cold calls: rather, they'll be used when the scammer has lured the victim into calling the scammer, rather than vice versa. 

Nowadays, there's an accelerating trend among support scammers towards luring victims using pop-up 'security alerts' and fake system 

crashes. These invariably incorporate a phone number which is supposed to be to an 'appropriate' help line, thus trying to trick victims 

into making the initial telephone contact. For the scammer, this approach has an additional advantage: the scams can easily be changed 

to target users of OS X and iOS, Android and even Linux. Furthermore, as long as people aren't aware of this variation on the scam theme, 

it can be implemented without the complicated social engineering sometimes involved in misrepresenting system utilities, messing about 

with batch files, and so on. 

For example, a longer article for my Mac Virus blog compares a fake system crash targeting iOS users, a typical Windows fake Blue Screen 

of Death (BSOD) screenshot, and a fake OS X 'systems crash'. All of them alarming to see, and none of them presenting a real threat: 

they're designed only to trick the victim into ringing a fake helpline. 

What do I do now? 

However, blog comments come up time and time again from people who've been sucked at least part way into the scam, asking 'What 

should I do now?' 

I'm not comfortable making some sort of blanket recommendation: it's a question best answered on a case-by-case basis. Still, it's 

perhaps a question most easily answered when the victim has actually given away pretty much everything the scammer has asked for. 

If you gave them access to your device and haven't restarted it, do that. They generally warn you against restarting, but that's because it 

then becomes obvious that you aren't looking at a real, permanent problem. 

https://macviruscom.wordpress.com/2015/10/08/pop-ups-and-support-scams/


  

 

Run a reputable security program to check for anything untoward they may have installed. 

Change any passwords you've given them. If you gave them remote access, change any passwords to which they might have had access 

without your knowing. 

Contact your credit card provider for their advice on stopping payment, getting money back, and if necessary, replacing cards. 

Contact law enforcement: even if the police can't help as regards restitution and prosecution of the scammer, they can advise you on the 

possibility of identity theft. You can also file a report with the FTC in the US, or Action Fraud in the UK. 

Let me help you trash your system 

There have been cases where the scammer's 'solution' to the non-existent problems on the victim's system has actually caused significant 

damage. Sometimes, though, the scammer sets out to cause deliberate damage, most often to a Windows system. This usually occurs 

when the victim has allowed the scammer access to the system and then decided not to pay for the 'service'. The scammer may then 

delete files and/or lock the victim out of his own system, more often than not by using Microsoft's own Syskey utility. There are a number 

of sites that offer advice about self-help in such a case, but my fear is that in some cases even well-meant advice may actually make the 

situation worse. In any case, computer users who fall for this scam are not usually particularly tech-savvy, and it seems wrong somehow 

to expect them to undertake a potentially technically complex salvage operation on their own. Better to get professional help as soon as 

possible. 

Conclusion 

In spite of the widespread and longstanding nature of the problem, information on this kind of scam tends to be piecemeal. Even the 

security industry doesn't in general spend much time on it. You might think that at least the anti-malware industry would be driven to give 

regular exposure to the issue: after all, the scammers are making money out of stealing our clothes. 

Where to get information 

One of the few blogs that does regularly explore the issue, often in some technical depth, is Malwarebytes, which also has a resource 

page that summarizes the problem and includes some advice to victims. My own resources page at AVIEN offers links to other resources. 

Not only to my own articles and papers, but useful commentary from any source that I happen to come across, including the occasional 

article from other anti-malware vendors. 

http://www.ftc.gov/
http://www.actionfraud.police.uk/
https://blog.malwarebytes.org/tech-support-scams/
https://blog.malwarebytes.org/tech-support-scams/
http://avien.net/blog/pc-support-scam-resources/


  

 

Detecting deception 

The best way to counter the problem, though, is to forestall it by being aware that: 

You can't trust unsolicited phone calls: anyone can ring you up and say they're calling from or on behalf of Microsoft. (Or anyone else.) 

Ring back to a known genuine number, if you think it might be a genuine call. 

The circumstances under which some random caller can really know anything about your computer(s) are very rare. In general, if 

someone rings and says your PC is infected, it's a scam. If he or she asks you for money to fix it, it's always a scam. Or, at best, aggressive 

marketing, which is sometimes barely distinguishable from fraud. 

The current spate of pop-ups showing security alerts or even something that seems to be a system crash involve two main strands of 

social engineering: 

Persuading you to ring a specific phone number (which real systems crashes and alerts hardly ever do) 

Persuading you to do so immediately so that you don't notice that what appears to be a Blue Screen of Death is actually just a pop-up. 

Have I been hacked? 

The most common requests for help I get are from people saying something like 'I ran ASSOC: could that have allowed him to hack my 

system?' (Or EVENT VIEWER or NETSTAT, or one of the other common Windows utilities the scammers misuse and misrepresent.) 

And while I won't claim to give authoritative advice regarding a system I've never seen, the answer is generally no. The scammer can't 

do anything to your system if you don't give him remote access to that system. Of course, it's sometimes convenient for a real support 

tech to be able to access your PC when you have a real system problem. (Depending on the nature of the problem, of course: sometimes 

a lack of network connection is the problem, so remote access isn't an option.) 

How do you know? 

So how do you know if you're talking to a real support tech? Well, if it's some random phone caller telling you about a problem you didn't 

know you had, it's a fairly safe bet that it's a scammer. If you have some sort of support contract that might just possibly involve someone 

calling you out of the blue, make sure you have a way to verify their bona fides. If you see some sort of pop-up message or even a Blue 

Screen of Death including a 'helpdesk' telephone number, expect the worst. If it turns out you really do have a problem, find a more 

reliable local source for a helpdesk number. 



  

 

Good links, bad links 

Bear in mind, though, that a search engine is likely to find links to scam pages as well as to companies offering genuine support services, 

including sites that have deceptive names suggesting links with Microsoft or Windows or Apple or Android. By sites, I mean not only 

company sites, but secondary sites such as Facebook pages and blog pages, where a great deal of unpleasant content of all sorts can be 

found lurking. 

Given what I do for a living, I suppose you'd expect me to recommend security software, but there is plenty of software passed off as a 

security product that ranges from useless to downright malicious.  

What I can do is recommend that you check out one of the mainstream security product testing organizations. I don't always agree with 

their testing methodologies and claims, but they're not usually fooled into recommending fake products. A good starting point would be 

the testers who are represented in AMTSO (the Anti-Malware Testing Standards Organization). 

I'm not going to say that I'd always agree with their recommendations, but they do look at genuine products, and they do tend to conform 

to ethical and other guidelines. 

 

 

 

 

 

 

 

 

 

http://www.amtso.org/members/


  

 

ESET Corporate News 

ESET Grows Faster than its Top 5 Peers and the Global Security Software Market as a Whole 
 

With a growth rate of 7.7%, ESET increased its share of the global Endpoint Security Software market in 2014 to 4.6%, up from 4.4% the 

previous year. The market as a whole grew by 2.6%, with total revenues among all vendors reaching $9.0 billion, according to the IDC 

Worldwide Endpoint Security Market Shares, 2014 report. 

According to IDC, growth in the global consumer market’s growth slowed down in 2014, mainly due to declining shipments of PCs. Despite 

the consumer market growing by only 1%, ESET managed to grow by 9.4% in this segment, the second highest rate among the top 10 

vendors. 

Also in the corporate segment, ESET posted healthy growth of 6.4% in 2014, increasing its market share by 0.1 percentage point’s year-on-

year, to 5.4%. 

ESET Helps To Disrupt “Dorkbot” - Major Botnet Malware 

ESET took part in a global operation to uncover malware affecting more than a million computers. The operation by law enforcement 

agencies around the globe led by the FBI, Interpol and Europol disrupted the Dorkbot infrastructure, including Command and Control 

servers in Asia, Europe and North America. What’s more, the operation has led to the seizure of domains, thus disrupting the botnet 

operators’ capacity to control their victims’ computers. 

Dorkbot is a well-established botnet based on Win32/Dorkbot malware that is distributed via various channels, such as social networks, 

spam, removable media and exploit kits. Once installed on the machine, it will try to disrupt the normal operation of security software by 

blocking access to its update servers and will then connect to an IRC server to receive further commands. 

Besides being a password stealer targeting popular services such as Facebook and Twitter, Dorkbot typically installs code from one of 

several other malware families soon after it gains control of a given system. Notably, Win32/Kasidet (malware used to conduct DDoS 

attacks also known as Neutrino bot) and Win32/Lethic (a well-known spambot) are regularly dropped by Dorkbot onto compromised 

systems. 

ESET products currently protect their users against thousands of variations of Dorkbot modules, along with many other forms of malware 

distributed by the Dorkbot botnets. Internet users who believe that their system might be infected by Dorkbot can make use of ESET’s 

free tool to run a thorough scan. 

http://www.eset.com/int/about/press/articles/awards/article/eset-grows-faster-than-its-top-5-peers-and-the-global-security-software-market-as-a-whole/
http://www.eset.com/int/
http://www.idc.com/getdoc.jsp?containerId=US40546915
http://www.eset.com/int/about/press/articles/malware/article/eset-helps-to-disrupt-dorkbot-botnet-malware/
http://www.welivesecurity.com/2015/12/03/news-from-the-dorkside-dorkbot-botnet-disrupted/
http://virusradar.com/en/Win32_Dorkbot/detail
http://www.welivesecurity.com/2012/12/13/dorkbot-romance-with-latin-america/
http://virusradar.com/en/glossary/botnet
http://www.virusradar.com/en/Win32_Dorkbot/detail
http://www.eset.com/int/download/utilities/detail/family/179/
http://www.eset.com/int/download/utilities/detail/family/179/


  

 

The Top Ten Threats 

1. Win32/Bundpil 
 
Previous Ranking: 1 
Percentage Detected: 5.57% 
 
Win32/Bundpil is a worm that spreads via removable media. The worm contains an URL from which it tries to download several files. The 

files are then executed and HTTP is used for communication with the command and control server (C&C) to receive new commands. The 

worm may delete files with the following file extensions: 

*.exe 

*.vbs 

*.pif 

*.cmd 

*Backup 

 
2. JS/TrojanDownloader.Nemucod 

Previous Ranking: N/A 
Percentage Detected: 2.68% 

 
JS/TrojanDownloader.Nemucod is a Trojan that uses HTTP to try to download other malware. It contains a list of URLs and tries to 

download several files from the addresses. The files are then executed. 

3. LNK/Agent.BZ 

Previous Ranking: 2 
Percentage Detected: 2.32% 

 
LNK/Agent.BZ is a link that concatenates commands to execute legitimate code while running the threat code in the background. It is 

similar in its effect to the older autorun.inf type of threat. 

4. HTML/ScrInject 

Previous Ranking: 4 
Percentage Detected: 1.97% 

 
Generic detection of HTML web pages containing obfuscated scripts or iframe tags that automatically redirect to the malware 

download. 



  

 

5. LNK/Agent.AV 

Previous Ranking: 5 
Percentage Detected: 1.80% 

 
LNK/Agent.AV is another link that concatenates commands to execute legitimate code while running the threat code in the 

background. It is similar in its effect to the older autorun.inf type of threat.  

6. LNK/Agent.BS 

Previous Ranking: 3 
Percentage Detected: 1.75% 

 
LNK/Agent.BS is another link that concatenates commands to execute legitimate code while running the threat code in the 

background. It is similar in its effect to the older autorun.inf type of threat.  

7. JS/TrojanDownloader.Iframe 

Previous Ranking: 6 
Percentage Detected: 1.58% 

 
JS/TrojanDownloader.Iframe is a trojan that redirects the browser to a specific URL location serving malicious software. The malicious 

code is usually embedded in HTML pages. 

 

8. Win32/Sality 
 
Previous Ranking: 7 
Percentage Detected: 1.42% 
 

Sality is a polymorphic file infector. When it is executed registry keys are created or deleted related to security applications in the 

system and to ensure that the malicious process restarts each time the operating system is rebooted. 

It modifies EXE and SCR files and disables services and processes implemented by and associated with security solutions. 

 

More information relating to a specific signature: http://www.eset.eu/encyclopaedia/sality_nar_virus__sality_aa_sality_am_sality_ah 

  

http://www.eset.eu/encyclopaedia/sality_nar_virus__sality_aa_sality_am_sality_ah


  

 

9. Win32/Ramnit 

Previous Ranking: 8 
Percentage Detected: 1.31% 
 

This is a file infector that executes every time the system starts. It infects .dll (direct link library) and .exe (executable) files and searches 

for htm and html files into which it can insert malicious instructions. It exploits a vulnerability (CVE-2010-2568) found on the system that 

allows it to execute arbitrary code. It can be controlled remotely to capture screenshots, send information it has gathered, download files 

from a remote computer and/or the Internet, and run executable files or shut down/restart the computer. 

 
10. INF/Autorun 

Previous Ranking: 10 
Percentage Detected: 1.24% 

 
INF/Autorun is a generic detection of multiple malicious versions of the autorun.inf configuration file created by malware. The malicious 

AUTORUN.INF file contains the path to the malicious executable. This file is usually dropped into the root folder of all the available drives 

in an attempt to auto-execute a malicious executable when the infected drive is mounted. The malicious AUTORUN.INF file(s) may have 

the System (S) and Hidden (H) attributes set in an attempt to hide the file from Windows Explorer. 

 

  



  

 

Top Ten Threats at a Glance (graph) 

Analysis of ESET LiveGrid®, a sophisticated malware reporting and tracking system, shows that the highest number of detections this 

month, with 5.57% of the total, was scored by the Win32/Bundpil class of treat.  

 



  

 

About ESET 

ESET®, the pioneer of proactive protection and the maker of 

the award-winning ESET NOD32® technology, is a global 

provider of security solutions for businesses and consumers. 

For over 26 years, the Company has continued to lead the 

industry in proactive threat detection. By obtaining its 91st 

VB100 award in April 2015, ESET NOD32 technology holds the 

record number of Virus Bulletin "VB100” Awards, and has never 

missed a single “In-the-Wild” worm or virus since the inception 

of testing in 1998. In addition, ESET NOD32 technology holds 

the longest consecutive string of VB100 awards of any AV 

vendor. ESET has also received a number of accolades from AV-

Comparatives, AV-TEST and other testing organizations and 

reviews. ESET NOD32® Antivirus, ESET Smart Security®, ESET 

Cyber Security® (solution for Mac), ESET® Mobile Security and 

IT Security for Business are trusted by millions of global users 

and are among the most recommended security solutions in 

the world. 

The Company has global headquarters in Bratislava (Slovakia), 

with regional distribution centers in San Diego (U.S.), Buenos 

Aires (Argentina), and Singapore; with offices in Jena 

(Germany), Prague (Czech Republic) and Sao Paulo (Brazil). ESET 

has malware research centers in Bratislava, San Diego, Buenos 

Aires, Singapore, Prague, Košice (Slovakia), Krakow (Poland), 

Montreal (Canada), Moscow (Russia) and an extensive partner 

network for more than 180 countries.  

More information is available via About ESET and Press Center. 

 

Additional Resources 

Keeping your knowledge up to date is as important as keeping 

your AV updated. For these and other suggested resources 

please visit the ESET Threat Center to view the latest: 

 ESET White Papers 

 WeLiveSecurity 

 ESET Podcasts 

 Independent Benchmark Test Results  

 Anti-Malware Testing and Evaluation  

http://www.eset.com/int/about/profile/25-years-of-nod32-technology/
http://www.eset.com/threat-center/index.php
http://www.eset.com/documentation/white-papers
http://www.welivesecurity.com/
http://www.welivesecurity.com/
http://www.eset.com/press-center/podcasts
http://www.eset.com/resources/datasheets/Flyer-ESET-Independent-Bench-Test.pdf
http://www.eset.com/documentation/white-papers#anti-malware-testing

